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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-5 Cmnocoben paspabarpiBaTh M MOACPHHU3UPOBATH TMPOTPAMMHOE U ammapaTHOE OOECIeUYCHHE
MH(OPMAITMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:

- NPOEKTHBIN

1.3 JlucumriinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroUIMXCs K MPo(ecCHOHaIbHOM AEATEIbHOCTH B
chpepe: 06 Cpsi3b, MH(OPMAIMOHHBIE M KOMMYHHUKAIIMOHHBIE TEXHOJIOTUH (B cdepe MpOeKTHPOBAHUS,
pa3paboTKu, BHEAPEHUS U HKCILTyaTallui HH)OPMAIIMOHHBIX CUCTEM, YIPABICHUS X )KU3HEHHBIM ITHKIIOM)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIE Kon n HanmMeHoBaHue
(yHKIMH / TPYAOBBIC komrtereHiu GI'OC BO,
(byrximn / Tpynoesie win HeobxoaMMOi 1t MHankaTopbl JOCTHKEHUS] KOMIIETEHIIAM
npodeccnoHaTbHbIC (hopMHpOBaHUS TPYJIOBOTO
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBUS
OIIK-5 Cnocoben [IpuMmeHsieT cOBpeMEHHOE MPOTpaMMHOE U alnapaTHoe
pa3pabarbiBaTh 1 obecrnieueHne MH(POPMAIMOHHBIX U aBTOMATU3UPOBAHHBIX
MOJICPHU3UPOBATH CUCTeM I pelieHus 3agad  npodecCHOHANTBHON
MPOrPaMMHOE U allapaTHOE |IeATEITBHOCTH
obecrieueHne
MH()OPMAITMOHHBIX U
ABTOMaTHU3UPOBAHHBIX
cucTeM

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-5 Cnocoben pa3pabarbiBaTh U MOACPHH3UPOBATH MPOTPAMMHOE M arlapaTHOE
obecriedeHre HHPOPMAIIMOHHBIX U aBTOMAaTHU3UPOBAHHBIX CUCTEM

Ne HaumeHnoBanue ®dopma
n/n JUCIIUTLITNH, o0y4eHHs
OIIPENCIIATOIINX OuHas | 3aouHa
MCXKIUCHUITIIMHAPHBIC (ceMec’I‘ 9
CBS3U p) |(cemect
p)
113113
1 |KopnioparuBHbIE + +
nH()OPMAITOHHEIE
CHUCTEMBI
2 | TexHonornueckas + +
(TIPOEKTHO-TEXHOIOTH
gecKas) MpaKkTHKa

2. Mecto nucunmimabl B cTpykrype OII marucrparypsi:
JucuumuinHa «ApXUTEKTYpa U CEPBHCHI KOMIBIOTEPHBIX CETEH MPEANPUATHS OTHOCUTCS K 00s3aTebHON
yactu yueOHoro miana OIl mo manpasnenuto noaroroku 09.04.03 - Ilpuknagnas nHpopmaTHka.

JucuuminHa «ApXUTEKTypa U CEPBHUCHI KOMITBIOTEPHBIX CETEN MPEANPUATHSI» U3ydaeTcsa B 1 cemecTpe.

3.00beM U coep:kaHMe TUCHHUILTHHBI




3.1.00beM QUCLMILIUHEL S 3.€.

Ouynas: 5 3.e.
3aounasi: 5 3.c.

. Ounas 3aoyHas
Bun yueGHOM paboThI
(Bcero yacoB) | (Bcero 4yacon)

OO0mas Tpyn0éMKOCTb 1M CHUILTTHHBI 180 180
KonTaktHas pabora 48 18
Jlexuuu (Jlexummn) 16 8
Jlaboparopnsie (JIab. pab.) 32 -
[Tpakrtuueckue (Ilpakt. pad.) - 10
CamocrostensHas padota (CP) 96 153
OK3amMeH 36 9

3.2.ConepxaHue Kypca:

No HazBanue Bun yueOHoi paboThI, yac. ®DopMBI TEKYIIIETO
TEMBI pa3z[ena/ TEMBI Jlexkuu | JIao. pa6 HpaKT_ CP KOHTPOJIA
pao.
O|3]0(3[0O0(|3]0]3
1 cemecTp
1 Apxurekrypa Tectuposanue;
KOMIIBIOTEPHOI CobecenoBanue;
CeTH. 1 1 2 - - 1 | 10|32 Brimonnenue
1a00paTOPHBIX
pabor
2 CereBoe CobecenoBaHnue;
[IpOrpaMMHOE Brimonnenue
obecrieyeHue. 1 1|2 | - - 1 | 10 | 24 | naGopaTopHBIX
pabor;
TectupoBanue
3 OO6muit Joctym K CobecenoBanue;
CETEBBIM pECYypCaM. Brimonnenue
1 1 2 - - 1 |10 | 11 71a00paTOPHBIX
pabor;
TectupoBanue
4 PacnipoctpanenHsie CobecenoBanue;
CETEBBIE aTaKu Brimonnenue
1 1 2 - - I |10 | 12 1a00paTOPHBIX
pabor;
TectupoBanue
5 Vsazsumoctu IP u ) 1 i ) i 1 ) i CobOecenoBanue;
YIPO3BL. TectupoBanue
6 Vassumoctu TCP u CobecenoBaHnue;
UDP. Brimonnenue
2 1 2 - - I |12 |15 1a00paTOPHBIX
pabor;
TectupoBanue
7 becnipoBoansie CobecenoBanue;
CETH. TecTtupoBaHue;
2 1 4 - - I | 11|20 Brimonnenue
1a00paTOPHBIX
pabor




8 Cepgep CobecenoBanue;
MIPUIIOKECHUN. Tectuposanue;
2 1 6 - - I | 11|14 Brimonnenue
1a00paTOPHBIX
pabor

9 AJIMUHHCTPUPOBAH CobecenoBanue;
HE CETH. TecTtupoBaHue;
2 - 6 - - I | 11|14 Brimosnnenue
1a00paTOPHBIX
pabot

10 Turnsl BUPTyaJIbHBIX Beimonnenue
YaCTHBIX CETEN. 1a00paTOPHBIX
2 | - 6 | - - I |11 | 11 pabor;
Tectuposanue;
CobecenoBanue

Tema 1. Apxurekrypa komnbroTepHoii cetu. (OIIK-5)
Jlekumus.

CereBble Kabenu, aanTepbl, KOHLIEHTPATOPbI, KOMMYTAaTOPhI, MapUIpyTH3aTOpbl. CeTeBble MPOrpamMMbl JIJIs
CO31aHMS CXEM JIOKAJIbHBIX CETE€H, aIMUHUCTPUPOBAHUS, MOHUTOPUHIA U HHBEHTAPU3aLlUH KOMIIBIOTEPHBIX
cereil. M3yuenme cereil pa3nuuHbIXx MacmTaOoB. KioumeHTHI W cepBepbl B CETH, MX THIBI W BHUIBI.
OpnHopaHroBele ceTH. M3ydyeHHe KOMIIOHEHTOB CETH: OKOHEYHBIE YCTPOWMCTBA, MPOMEKYTOUYHBIE CETEBBIC
YCTpOMCTBa, CeTeBasl cpeAa, MPEACTaBICHHE CETH, CXeMa TOMOJOTHMM M TpeACTaBlieHue U (QyHKIUU
KOMIIOHEHTOB ceTH. CHCTeMBbl JIOKaJIbHBIX ceTeil. [nobanbHpie cetn. MIHTEpHET W 3KCTpaHeT: M3ydeHHUE
CEpPBHCOB collleel ceTu. TexHonorun goctyna B UHTEpHeET. [logkimoueHne ynaJleHHbIX 0JIb30BaTeNeh K
cetu Wurtepuer. Ilonkmtouenue npennpuaruii Kk cetu HMurtepuer. Comeamasica ceTh: IUIAaHUPOBAHUE
pacuIMpeHus CETH.

IIpakTH4Yeckoe 3aHATHE.
BrmonHenne 3amanuii o TeMe, 3aITiCh JICKITAMN.
JlaboparopHbie padoThbI.
Jlabopatopnas pabota 1. Hacts 1. Co3nanue cxem JIokaiabHbIX ceTeid B mporpamme 10 Crpaiik: Cxema CeTun
Iens: HayunThes cocTaBiATh cxembl B «10-Crpaiik: Cxema Cetu»
3amaun:
o IlocTpouts kapry cetu

o OTpenaxkTHpoBaTh KapTy CETH

10-Crpaiik: Cxema CeTu - mporpamMma CO3/IaHHsI CXEM JIOKAJIbHBIX CETEH, MO3BOJISAIONIAst OOHAPYKUTh
CETEeBbIC YCTPONCTBA U TTIOMECTUTh UX HA KapTy-cxemy. CallT pa3pabOTUUKOB -
http://www.10-strike.com/rus/download.shtml. ITporpamma conaepxut GUOINOTEKY 3HAYKOB CETEBBIX
YCTPOMCTB, YTO MO3BOJISIET B HEMl pUCOBATH CXEMBI JUIs KypCOBUKaA WM nuruioma. Eciu B cetn
noaaepxxuBaeTcs nporokosl SNMP, To mporpaMma HapUCyeT CBSI3U MEXIY YCTPOUCTBAMU aBTOMATUYECKH.
WNuaue roBops, B 3TOI nporpaMme MOKHO CO3JaTh CXEMY JIOKAJIbHON CETH B PyYHOM MJIM aBTOMaTHUECKOM
pexxume. [IporpamMma ckaHUpPYET TOTIOJIIOTHIO CETH U BCE CETEBBIE YCTPOICTBAa 0TOOpakaeT rpaduyecKy.
OcTaércst TONBbKO OTPENaKTUPOBATh CXEMY CETH — IOPUCOBAaTh HEAOCTAIOIINE CBSI3U, HAHECTH HAJIIUCH,
MIPUMEHUTD KeJIaeMbIi LIBET JJI1 PUCYHKOB.

[IpakTuka paGoThl B Iporpamme

[Tpu nepBoM 3amycke aBTOMaTHYECKHU 3armyckaeTcss MacTep co3manus HOBOM KapThl cetu (puc. 1). B
npouecce padboTel Mactepa co3aHus KapThl CETH BIOEPUTE HY>KHBIM BapHAHT MOMCKA KOMIIBIOTEPOB:



» CxanupoBanue auamna3zona [P-agpecos. Ecnu y Bac Gosbias KOMMyTHpYeMast CeTh, TO PEKOMEHIYeTCs
MCTIOJIb30BaTh ATOT CIIOCOO CKaHMpOBaHUA. HO OH TOBOIBHO MPOAOIKUTENICH IO BPEMEHHU.

* IMmnopT U3 ceTeBoro okpykeHus. JlaHHBIHM crmocod paboTaeT HECKOIBKO OBICTpee, MpUYeM IIporpaMmma
aBTOMAaTHUYECKU pa300beT HalJICHHbIE KOMIIBIOTEPHI TI0 UX PA0OYHMM TPYIIIAM HWITH JOMEHAM.

Puc. 1. 3anmyck Mactepa co3naHust HOBOM KapThl CETU

Haxxumaem Ha kHomnky [lanee (puc. 2).

Puc. 2. 3agaem nuanazoH CKaHUPOBaHUS JIOKAJIbHOM CETH

Haxxumaem Ha kHomnky [lanee (puc. 3).

Puc. 3. 3agaem napameTpbl CKaHUPOBaHUS CETH

Haxxumaem Ha kHomnky [lanee (puc. 4).

Puc. 4. Ot6op I1K ans ux nomemeHus Ha KapTy CeTH

Haxxumaem Ha kHomnky [lanee (puc. 5).

Puc. 5. OkHO coxpaHeHHs KapThl CeTH B (haiin

Haxxumaem Ha kHomky ['otoBo (puc. 6).

Puc. 6. Kapra cetu noctpoena

Teneps, IpH JKeNaHUU, BBl €€ MOXKETE OTPEAAKTUPOBATh (pHC. 7).

Puc. 7. Kapra cetu orpenaktupoBaHa

3amanus:



1. ITocTpoeHue kapThl ceTH U TpaccupoBka cetu B nporpamme 10 Craiik cxema cetu. PucoBanue cxeM cetu
u pacnonoxenus [1K B komHarax B mporpamme EdrawNetworkDiagram.

2. MoaenupoBaHu€ MPOLIECCOB B JJOKAJIBHOUM ceTH. TecTUpOBaHKE PA3IUYHBIX TOMOJIOTHUNA C TOMOIIBIO
nporpammbl NetEmul.

Jlabopatopnas pabora 1. Hacts 2.IIporpamma jy1st u3ydeHust KOMIIBIOTEpHBIX ceTeid Netemul.
Lens:

3amaun:

Xon paboThI:

HuTepdeiic mporpaMmMbl

Jli1st Hayana yCTaHOBHUM MPOTPaMMY, 3allyCTHM U pycudunupyem ee komanaon Cepuc-HacTpoiiku (puc.8).

Puc. 8. Pycudumnupyem narepderic mporpaMmmbl

B rmaBHOM OKHE IporpaMMBbI BCE€ AIIEMEHTHI pa3MenialoTes Ha padodeit oomactu (Ha Crene). Ha Beeit
CBOOOIHOM 00JIACTH CIIEHBI, PA3MEUEHHOMN CETKOM MOKHO CTaBUTh YCTPOMCTBA, IPH 3TOM OHU HE JOJIKHBI
nepecekarbest. Ha [lanenu yctpoiicTB pa3merieHsl Bce HEOOXOAUMBIE JIJIsl IOCTPOCHUS CETH MHCTPYMEHTHI,
a Tak YK€ KHOIKa OTHpaBKu coobmieHnid n 3amyctuth/OctanoBuTh. Ha [lanenn mapameTpoB pacmosioskeHbI
cBOicTBa 00BEKTOB. J1JIsl BBIIETIEHHOTO OOBEKTA MOSBIISIFOTCS TOJIBKO T€ CBOMCTBA, KOTOPBIE XapaKTEePHbI
utst Hero (puc.9).

Puc. 9. Unarepdeiic mporpammsl Netemul
[Tpumep 1. Ctpoum cetb u3 aByx [1K n kommyTaropa

JIns1 HayanbHOTO 3HAKOMCTBA C MTPOTPAMMOI JaBalTe MOCTPOUM MPOCTEUIYIO JIOKATbHYIO CETh U
MMOCMOTpPHM, Kak oHa padoTtaeT. J{ms1 aToro BeimosHuTe koManay Paiin-HoBell 1 HAPUCYHTE CXeMY CEeTH Kak
Ha puc. 10.

Puc. 10. Cxema u3 nByx I1K u koH1IeHTpaTopa

[Tocne pucoBanus nByx [1K u koHIIEHTpaTopa co3gaanm ux coeauHeHue (puc. 11).



Puc. 11. UHCTpyMEHT CO3/1aHMsI COEAMHEHUM CETEBBIX YCTPOMCTB

B niporiecce pricoBaHus CBsI3EH MEXKIY YCTPOCTBaMU BaM NOTpeOyeTcs BEIOPATh COSUHIEMbIE
uHTepdelchl U HaxkaTh Ha kKHONKY CoenuHuTh (puc. 12 u 13).

Puc. 12. BpiOop HauaabHBIX HACTPOEK COCTUHECHUS

Puc. 13. CoenrvHenne ycTpoicTB MpOU3BEACHO

Teneps HacTpoum uHTEpdetic (cereByro kapty) Ha Hamux [1K ee — puc. 13 u puc. 14.

Puc. 13. Jlo6aBnsiem uaTepdeiic

Puc. 14. Beogum IP anpec u macky cetu
IIpumeyanue

OOparute BHUMaHUE: TIOCIIe TOro, Kak Bl Hanumiere 192.168.0.1 macka nosiBisiercs aproMatruecku. [loce
HaxxaTus Ha KHONKU [Ipumenuts u OK — nosiBnsieTcst aHMMaIus ABUXKYILUXCS 0 CETU MaKETOB
uHpOpMaLIUH.

Bce - cetb coznana u HacTpoeHa. Otpasisiem naHHble 1o nporokoiry TCP ( puc. 15 u puc. 16).

Puc. 15. Knonka OTnpaBuTh JaHHBIE

Puc. 16. Beibop npoTtokomna

Ecnu BBI T71€-TO OMIMOIUCH, TO TIOSBUTCS] COOTBETCTBYIOIEE COOOIIEHHUE, a €CIIU BCE BEPHO — TO
IIPOM30MAET aHUMAIUs IBHKYIIKXCS 110 CETH ITakeToB (puc. 17).

Puc. 17. JIBmkeHne makeToB IO CETH



10

U eme onun MomeHT. 1o ymonmuanuto kaxasiii [1IK nMeeT onHy ceTeByto KapTy, HO X MOXKET OBITh U
HecKonbko. st Toro, utoOsl 106aBuTh s I1K agantep Hy>KHO MIETKHYTh HA HEM MPaBON KHOIKOW MBIIIH
U BBIOpaTh MyHKT MeHI0 MHTepdeiichl. B pesynbrare oTKpoeTcs cienyrolee 11anoropoe okHo (puc. 18).

Puc. 18. JlnanoroBoe okHO paboTsl ¢ ceTeBbIM HHTEpdeticom TTK

Haxxumaewm Ha kHOTIKY J{0o0aBUTH, BEIOMpaeM THUIT HOBOTO ajaanTepa, HaxumaeM OK, 1 y Hac ecTb erie oJiH
uHTepdeiic. B kauecTe npumepa Ha puc. 19 uzobpaxen [1K, nmeronmii Tpu ceTeBbIX KapThl.

Puc. 19. B atom I1K ycranosnens! aganteps! ethO-eth3

3ajaHus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

1. IlocTpoenue kapThl ceTu U TpaccupoBka cetu B nporpamme 10 Craiik cxema cetu. PucoBanue cxeM cetu
u pacnonoxxenus [1K B komHarax B mporpamme EdrawNetworkDiagram.

2. MoaenupoBaHu€ MPOLIECCOB B JJOKAJIBHOUM ceTH. TecTUpOBaHKE PA3IUYHBIX TOMOJIOTHUNA C TOMOIIBIO
nporpammbl NetEmul.

Tema 2. CereBoe nporpammHuoe odecneuenue. (OIIK-5)

Jlexknus.
PaGotaeMm c ceTeBBIMH MporpaMMamMH U YTHJIUTaMH. YAaJeHHOE YyrpaBieHue cerbio. [loHsATHe
ONTHMAJIBHOCTH IIOCTPOEHUs ceTH. YnaneHHoe ynpasiaeHue IIK mno ceru. VYnaneHHoe ymnpaBieHue
KOMIIBIOTEPOM B JIOKaJIbHOW ceTu u yepe3 Murepuet. [IpocmoTp ynanenHoro pabouero cromna. Ilepenaua
¢aitnoB. TekcTOBBI M TOJOCOBOW YaT ¢ yAaleHHbIMH mosb3oBareasiMu. IIpotokon Telnet. KonTtpons
KauecTBa paboThl COTPYIHUKOB. YacTHas TOMOBast CETh M KOPIIOPATUBHASI CETh.

IIpakTH4eckoe 3aHATHE.
BrmonHeHne 3amanHuii o0 TeMe, 3aIliCh JICKITAMH.

JlaboparopHbie padoThbI.
Jlabopatopnas pabora 2. Radmin - nmporpamma ynanennoro ynpasienue [1K mo cetn

[enp: M3y4uTh yOaIeHHOE aIMUHUACTPUPOBAHIE KOMITBIOTEPOM IO CeTH B IIporpamMmme Radmin u cucremy
0OILLIEHUS T10JIL30BATENIEH B JIOKAJIbHOU ceTulNassi

3agaun:
o CoznmaTh HOBOTO TOJIB30BaTENs B MporpamMMme Radmin u BeAaTh eMy mpaBa

o Hactpouts ciy:x0y cooOreHuit

o Hayunthcs HacTpamBaTh B BUPTyalibHOU ceTu IHTepHET

CyTb B cienyromieM: Ha kaxasiii [1IK B TokanbHON CETH CTaBUM CEPBEPHYIO M KIIMEHTCKYIO YacTh
nporpammbl Radmin. ITocrne 3Toro o cetu BoI KakbiM ynasieHHbIM [1IK cMoxeTe ynpaBisiTe Kak CBOMM.
Urak, yctanoBuM cepBep U kiaueHT Ha mamuHbl 110-1 n 110-2. TIpu 3TOM npaBa nosib3oBaTesieil Ha cepBepe
MOKa HacTpauBaTh He OyeM (caenaeM 3To Mmo3aHee) — puc. 1.

Puc. 1. CepBep u knueHT ycranosnensl Ha [TK 110-1



3amyctum Ha [1K 110-1 nporpammy Hactpoiiku RadminServer u B mpaBax 1ocTyna yCTaHOBUM
nepexioyarens B noiokenne Radmin (puc. 2 u puc. 3).

Puc. 2. 3amyckaem komanay Hactpoiikn RadminServer

Puc. 3. BricraBnsiem pexxum 6e3onacHoctu RadminServer

Haxxmem Ha kHOTIKy [IpaBa mocTyma u co3maanuM Moab30BaTeNs CEPBEPHON YacThI0 MporpaMMbl Radmin Ha
IIK 110-1, T.e. opranuzyem noas3oBarens User-1 ¢ maponem 123456 ( puc. 4).

Puc. 4. Jlo6aBiaeHrEe HOBOTO MOJb30BATEIISA

DTOMY MOJIB30BATEIIO 1a UM BCe mpasa ( puc. 5).

Puc. 5. IlpaBa nons3oBarens User-1 Ha I1K 110-1

Teneps na [1K 110-2 3anmyckaem Radmin Viewer, Beimonusiem komanay Coenunenue-Coeaunuthest c-110-1
(puc. 6).

Puc. 6. OxHo coequnenus kiuenta 110-2 ¢ cepsepom 110-1

Teneps cnenyer BBecTu ums User-1 ¢ maponem 123456 u naxarp OK (puc. 7).

Puc. 7. Tlocne naxatust OK Bb1 yBuguTe padounii cron I[TK 110-1

Tenepb MbI TOTHOCTHIO MOXxeM yrpaBisaTh ¢ [IK 110-2 kommerorepom 110-1, kak OyaTo Bbl (hU3UYECKH
cuaute He Ha [IK 110-2, a va [IK 110-1. Mraue roBopsi, ¢ momompbio Radmin, Bel MoxkeTe
agMUHUCTpUpoBaTh yaaineHHbid [1K ynanenHo.

[Ipumeuanue

[Tone3noit ocobenHocTrio Radmin siBnsieTcss BO3MOXKHOCTD MOAKIIIOUEHHUS K YIAIEHHOMY KOMITBIOTEPY B
pexxume Telnet. DToO MO3BOIUT OCYLIECTBIISTH MEPEHOC TEKCTOBBIX KOMAH/] Ha YaJI€HHBIN KOMIIBIOTEP C
MMOMONIBI0O KOMAHJAHOW CTPOKHU. DTO MPAKTUUECKU TEPMUHAIBHBIN TOCTYII, TOJIBKO OrPaAaHUYEHHBIN
PEKUMOM KOMaHIHOU CTPOKH. [10N0KUTENTBHONM CTOPOHOM 3TOT0 METO/A SIBJISIETCS SKOHOMUS U
yMEHbILIEHUE pacxo/ia Tpaduka B ThICSUU pa3 MO CPABHEHUIO C FpapuuecKuM peKUMOM.

Nassi - cuctema 00IIEHUS NOIB30BATENEH B JIOKAIBHON CETH
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Jlist oOmMeHa cooOmieHus MU 1 (hailyiaMu B JIOKAJIBLHOM CETH YIOOHO HCIIONIB30BaTh YaT MoJ Ha3BaHHUEM
NetWorkAssistant (Nassi). YcranoBuMm 3ty nporpammy Ha [1K 110-1 u I1K 110-2 u 3amyctum ee ( puc. 8).

Puc. 8. NetworkAssistant (uaTepdeiic)

Teneps BbI MOxeTe oTnpaBnathk ¢ onHoro 1K Ha apyroit coobmenus, ¢aiinbl, pa3odpaTbes B 3TOM nmpocTon
IIporpaMMe COBCEM He ci0kHO. Hanpumep, Bbl MoxkeTe Ha yaaneHHbii [IK nocnats 3BykoBoM curHain (Tuma
Tene(oHHOro 3BOHKA), KOTOphIi curHanusupyet emy "[lomoiiau k 1K, moroBopum".

OcHoBHbIE BO3MOXHOCTH Nassi:

* MHOrOKaHa bHBIN YaT

» O6mas 1ocKa s pUCOBaHHUs

* MrHOBEHHBIE COOOIIEHUS

* [lepenaua ¢aiinos

* YpaBiieHHE TIPOIecCaMi Ha YAJICHHOM KOMIIbIOTEpe

» CUTrHaIM3aToOPhI YIaJCHHBIX COOBITUI

* 1 npyroe...

3ananue 1. ['pynmoBas paboTta B yare u Ha TOCKE JJIsl PUCOBAHUS

Boiinute B Yat 1 nonpoOyiite mooGmarscest ¢ apyrumu [1K. J{st 3Toro BHU3Y ecThb 1ojie BBOJa, B KOTOPOE
MOXHO HaOpaTh Hy)KHOE cooO1IeHne U Haxath /Enter/. [ oTIpaBKy JINYHOTO COOOIIECHHS, IIETKHUTE IO
HUKY T0JI30BaTeNs B CIIUCKE CIIPaBa U B MOSBUBILEECS OKHO BBOAMTE Balle coodiienue. Eciu jxe XoTure,
4TOOBI TMYHOE COOOIIEeHHE ObUIO OTIIPABICHO BCEM, TO BBI30BUTE KOHTEKCTHOE MEHIO (TIPABBIM IIETYKOM
MBIIIIN) HA CITUCKE TI0JIh30BaTEeNIeH IMaBHOTO OKHA, B BeIOepuTe "coobmenue BceM'. [lepeiinure Ha
nukTorpammy Jlocka. 31eck Bce Mmoiab30BaTelId MOTYT BMeCTe (OTHOBPEMEHHO) PUCOBATH OOIIUI PUCYHOK.
N3yunre apyrue BO3MOKHOCTH IPOIPaMMBbI CAMOCTOATEIBHO.

[Ipumeuanue
Ecau 6panamaysp HE BBIKIIFOUEH, TO IporpamMMa Nassi o/ KHa ObITh BKIIFOUCHA B €T0 HCKITFOUCHUS.
Komanma ornpaBku TeKCTOBBIX coobOmennii Netsend

TekcToBble COOOIIEHNUS IO JOKAJIBHOM CETH MOYKHO OTIPABIATH HE TOJIBKO B CHEIMAIBHBIX TPOrpaMMax
(Radmin, Nassi), Ho 1 u3 komaugHOM cTpokn Windows XP. Komanna Netsend ciryXuT mj1st oTipaBKu
TEKCTOBBIX COOOLICHUM IPyroMy KOMIIBIOTEPY, TOCTYIHOMY B ceTH. OAHAKO, ISl TOTO, YTOOBI KOMaHAa
paboraina, nepBoOHaYaIbHO HEOOXOAMMO BKITIOYUTH CIIY>KO0y TOCTaBKU COOOIIeHU. J{1s1 3TOTO 3aiiiuTe B
[Tanens ynpasnenus. OTkpoiite nanky AamunuctpupoBanue, Cinyx0bl. Haliute B criucke ciyx0y
coobmieHuit (puc. 9).



Puc. 9. Cnyx6a coob1iennii OTKIII0ueHa

OTkpoiiTe ee cBoiicTBa. BeibepuTe 3HaueHNe ABTO U3 crivicka Twm 3amycka, €CIIM Bbl XOTUTE, YTOOBI CITy»)0a
ABTOMATHUYECKH 3ammyckanachk npu 3arpy3ke Windows. 3atem Haxxmute Ha KHONKy ITyck u OK (puc. 10 u
puc. 11).

Puc. 10. Oxno Cnyx06a coobmieHunii

Puc. 11. Cnyx6a coobmieHuii padboraet

JlaBaiiTe pacCMOTpUM MPUMEPHI UCTIONB30BaHUS KOMaH Ibl netsend mpy oTmpaBKe COOOIICHH B paboueit
rpynte (momene) 110. YToOs! oTpaBUTH COOOIIEHNE BCEM TOB30BaTeNsIM B paboueii rpymme 110 BBequTe:
netsend /domain: 110 ITIPOBEPKA CBA3U. [pyroi BapuaHT no00HONH KOMaH IbI: YTOOBI OTTIPABUTh
COOOIIICHUE BCEM TOJIB30BATEIISIM B BallleM JIoMeHe BBeauTe: netsend * mposepka cBsizu (puc. 12 u 13)

Puc. 12. Ilpumep ycnemHoi OTIpaBKH COOOIIEHHs BCEM OIb30BaTessiM qomeHa 110

Puc. 13. Ilpumep ycnemnoro nonydenus coodmenus ot [IK 110-2 B pabouyto rpynmy 110

YroObl OTIIPABUTH COOOIIEHNE KOHKPETHOMY IOJIb30BaTeNto, Harpumep, 110-1, BBequte: netsend 110-1
[TPUBET! (puc. 14).

Puc. 14. Coobmenue nmonp3osareiro 110-1 gocrasieHo

B Windows XP ectb emie ojHa BOBMOXKHOCTh OTIIPABKH COOOIIIEHUI 110 CETH. BBINMOTHNUTE KOMaH bl
[Tanens ynpasneHus-AIMUHACTpUPOBAHUE- YIIpaBlieHHE KoMibioTepoM. Jlanbie: [lelictBue-Bee
3amaun-OTtnpaBka cooOmieHust konconu. Jlanee Beioupaere [1K u otmpasisiete emy tekct (puc. 15).

Puc. 15. BapuanTt ornpaBku cooOiieHus 1mo cetu 6e3 komanapr>netsend

[Ipumeuanue
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Komanna netsend MmoxxeT OoKupoBarhesi OpaHaMay3poM, MO3TOMY €ro HeOOXOAMMO HACTPOUTD MU
OTKJIIOUUTH (HE KeJIaTeIbHO).

Hactpauaem B BupTyanbHOU cetn MIHTEpHET

Yacto HacTpoiiku MIHTepHETa ycTaHABIMBAIOTCS HA BUPTYyaJIbHON MalllMHE MPABUILHO aBTOMAaTUYECKHU.
Ecnu sToro He npousonuio, To HEOOXOIMMO HACTPOUTD €ro BpyuHyIo. J{Jis BIXOAa BUPTyalbHOMN CETH B
HNHTepHeT He00X0MUMO HACTPOUTH CBSI3b BUPTYAJIbHOW CETEBOM KapThI C CETEBOW KapTOil Ha (pr3nIeCcKOM
[TK. B atom cinyuae ¢puszudecknii [TK Oynet urpath ponsb muo3a. BoT kak ceTeBble MOIKIIOUEHUS BHITVISIAT
Ha MoeM ¢uzudeckoMm 1K (puc. 16).

Puc. 16. Bce cereBbie noaximoueHus Ha puzndeckom [1K

K nmoaxmodeHuno 1o JTOKaIbHOM CeTH 2 HaM ClIeAyeT cAearh o0muil 1ocTyn. s 3Toro ycTaHOBUM
¢naxxok PazpemuTs ApyruM Moab30BaTelsIM CETH. .. ¥ BbIOepeM B criicke agantep VMnet 1 (puc. 17).

Puc. 17. Oxno IlogkiaroueHue Mo JOKAJIbHON CETH 2-CBOMCTBA

B cnyqae kondaukra IP anpecos Ha 110-1 momensiem aapec 192.168.0.1 Ha agpec 192.168.0.3 u gonumiem
cnenytomue HacTpoiku mpotokona TCP/IP (puc. 18).

Puc. 18. IIponuceiBaeM 0CHOBHOM 1UTI03 U npeanodntaeMeiii DNS cepsep

Bce. UnTepHer Ha BupTyansHOU MamuHe 110-1 HacTpoeH. AnanornuHo Hactpauaem u 110-2 (puc. 19).

Puc. 19. OxnHo HacTpoiiku 110-2
IIpumeyanue

Wuorna anis nogkimodeHus kK MHTEpHET UMEET CMBICT aKTUBHPOBATh B CBOMCTBax mpoTokona TCP/IP
nepexmouarens [lonyuars [P-anpec aBromarnyecku (puc. 20 u puc. 21).

Puc. 20. Bmecto 3aganus [P agpeca BpyuHyto aktuBupyem nepekitouarens [lomyuars [P-anpec
aBTOMaTUYECKU

Puc. 21. 3anyck MHTepHeT Ha BupTyanbpHoil MamuHe 110-2
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
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VYnaneHHoe aIMUHUCTPUPOBAHKE KOMITBIOTEPOM 110 ceT B nporpamme Radmin. CereBoii uat Nassi
(ITepecounka (haitnos, oTpaBKa TEKCTOBBIX COOOIIEHUH 10 ceTu u Ap.). [Ipumepsl paboThl B 3THX
nporpammax. Crioco0bl yCTaHOBKH JIOOBIX IporpaMM Ha BUpTyanbHbIN [1K.

[Toctpoenue moneneit 6ecripoBOAHBIX ceTeil B mporpamme S2 Netest. [loHsITHE ONTUMATBHOCTH
IOCTPOCHUS CETH.

Tema 3. O0muii goctyn K cereBbiM pecypcam. (OIIK-5)

Jlexkuns.

Cnyxb6a obmero nmocryma. IIporokonmsr obOmero goctymna. BosmoxkHoctu mnporokona CIFS. Cereras
¢aiinosas cucrema NFS. HuskoypoBHeBbIe cpencTBa obmiero gocrymna. [Iporokon DAFS.Hacrpoiika cimyx0
obmero moctyma B Windows 10. CereBoii oomeH 1o mpotokoiny SMB / SAMBA. Opranuzanusi 3amuThl
CETEBBIX pecypcoB. PacipocTpaHeHHbIE CETEBBIE aTaKu. YS3BUMOCTH [P 1 yrpo3sl.

IIpakTn4yeckoe 3ansATHE.
BrimonHenue 3ajjanuii 1o Teme, 3anuch JEKIUH.
JlaGopaTopHbie padoThbI.

JlaGoparopnas padota 3. Yacts 1. KonupoBanwue ¢aitnoB BupTyansHoi Mmamuasl VMwareWorkstaxktion 9
Ha pusnueckuit [TK

ens: HacTpouth mporpammy VMwareWorkstation 9
3amaun:

* YcranoButh VMwareWorkstation 9

* Co3l1aTh BUPTYAJIbHYIO MAITUHY

3anyctum Setup (puc. 1).

Puc. 1. Jlorotun nporpammel VMware Workstation 9

Hanee uamenum mecto pamerienuss VM Ha [1K u s sToro Oynem co3aaBath BUPTyallbHYIO MaIlIMHY HE IO
mabnony (nepexmoyarens Typical - O6b1yHast), a ¢ HaMMK HacTpoiikamu (nepekittoyarens Custom -
CnenuanpHas) — puc. 2.

Puc. 2. YeranaBnuBaem nepexitouarenb Custom (CrnennanbHas yCTaHOBKA)
[Ipumeuanue
D10 He o0s3aTenbHO. Bl MoxkeTe ycTaHOBUTH VM € HacTpoWKaMU MO YMOJTYAHUIO.

CrangapTHBIN MyTh ISl HAXOXKIEHUS (aillioB BUPTyaJIbHOM MaIIMHbI MBI U3MEHUM (puc. 3 u puc. 4).

Puc. 3. BeiOupaem KOMIOHEHTHI TPOTPAMMBI U ITyTh UX Pa3MeILeHus



Puc. 4. YkazpiBaeM 1y Th JJ19 HaXOKACHHS (aiiIoB BUPTYaTbHOM MAIIAHbI

Crnenyrompe OKHa OCTABIISIEM C HACTPOHWKAMHM 110 YMOTYaHHUIO U HaXKuMaeM Ha KHOTKy Next (Cremyromuii).
B ¢unane cnenyromee coodmenne (puc. 5)

Puc. 5. Mamuna co3mana

C nomoupio pycugukaropa aHIIUcKkuid nHTEpdeEiic ( puc. 6) MeHseM Ha pycckuit ( puc. 7).

Puc. 6. CraproBoe okHO 3anmycka VM ¢ aHmuiickum naTepgeiicom

Puc. 7. IIporpamma ycrienino pycuguipoBasa

Jlabopatopnas pabora 3. YUacTs 2. Co3nanne HOBOM BUPTyaJIbHOM MalIMHBI U ycTaHoBKa Ha Hee OC
Windows 7

[[lenkaem Ha 3HAYOK MAITUHBI HA pabodem crone ( puc. 8).

Puc. 8. Apnbix st VM

Bemonnsem xoManny @aitni-HoBast BUpTyalibHast MAlllMHA WU IIEJIKAEM MBIIIKOM Ha 3HAYKE U
yCTaHaBJIMBaeM Mepekimodaresb Boibopounstii ( puc. 9).

Puc. 9. [lepBoe okHO Mactepa co3naHusi BUPTyajaIbHONW MAIIMHBI
[Tpumeuanue
DTOT BapUaHT JJI ONBITHBIX MOJIb30BaTeel. Bol MoXxkeTe ycTaHOBUTHE VM ¢ HACTpOMKAMH MO YMOJTYAHUIO.

JHanee Mactep mpoBepsieT Bo3MOKHOCTh ycTaHOBKH VM Ha I1K, 3aTem npeiaraer HaMm BeIOpaTh
obopynoBaHue U ykazarh ucTouHuK st ycraHoBku OC ( puc. 10 u puc. 11).

Puc. 10. Bei6op coBMecTUMOT0 000pyI0BaHUS
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OC MOXHO yCTaHaBIIMBaTh C KOMITAKT JucKa win u3 ee [ISO obpa3za.

Puc. 11. YcranaBnmuBars cuctemy Oy/ieM ¢ KOMITaKT-IHCKa

Hanee aktuBupyem OC KIIFOYOM U 33/1a€M UMST MaHbI (puc. 12).

Puc. 12. 3agaeM nMsi MallIMHbBI U €€ PACIIOIOKEHUE

3amgaem koHpuryparmuto mpoieccopa (puc. 13).

Puc. 13. 3agaem xonduryparmuto mporeccopa st VM

OcranbHble marn Macrepa caenaeM ¢ HaCTpoMKaMu Mo yMoindanuto. CaenaeM KOMMEHTapui TOJIBKO K
OKHY, n300pakeHHOMY Ha puc. 14.

Puc. 14. Tlocnennee okHo Mactepa co3iaHusi HOBOM BUPTYaJIbHOM MallIMHbI

B nannoM okxHe MBI BUIIMM, 4TO y Hariero BuptyanbHoro I1K 6yner cereBoii agantep NAT (Network
AddressTranslation - TexHomOrus MPeo0OpPa30BaHUs CETEBBIX a/IPECOB).

[Tpumeuanue

[Tpu momonm Mexanusma NAT HECKOJIBKO MAIIIMH U3 OHOM CETH MOTYT BBIXOJIUTh B APYTYIO CETh, B
HAaIlIeM CTy4yae — HECKOJIbKO MAIUH U3 BUPTYaJIbHOM JIOKAJIbHOM CETH CMOTYT BBIXOJUTH B INI00ATBHYIO
cetb MHTEpHeT, ncnonb3ys Tonbko oguH IP agpec. MTHavye roBops, Best ceThb nonb3yercs ogauM [P agpecom.
B namem ciydae sto Oyzaer IP aapec poyrepa (MapmmpyTuzaropa), K KOTopoMy nojakitodeH ¢puznaeckuid [TK
(ITo3aHee MBI M300pa3uM KapTy TaKoW ceTH Ha pucyHke). [P anpeca makeToB U3 BUPTyaIbHON JIOKATHHOU
cetu, poxonis yepe3 NAT (B ctopony MHTepHET), repe3anuchiBarOTCs apecoM BHEIIIHETO CETEBOTO
uHTepdelica, a BO3Bpamasch 00patHo (u3 MTHTEpHET B JIOKAJIbHYIO CETh), HA TTAKETaX BOCCTAHABIINBACTCS
MpaBUJILHBIN (JTIOKaabHBIN) [P agpec MammHb, KOTOpas ¥ MocklUIalia UCXOIHbBIN MakeT JaHHBIX. C TOUKH
3peHus nposaiaepa MIHTepHeT, B Takoi ceTH paboTaeT JIMIIb OJTHAa MalTuHa (MapIIpyTU3aToOp C
aKTUBUPOBAHHBIM Ha HeM MexaHu3MoM NAT), a Bce apyrue KOMIBIOTEPHI, HAXOSIIEHCS 3a
MapIIpyTH3aTOPOM, JIJIsl ITPOBaiiiepa He BUIHBI cOBceM. Takum oOpa3om, MoTyduB Jullh ofguH I[P agpec
(OHO MOAKITIOUYEHKE) OT MPOBaepa, MOKHO BBIBECTH B TNI00AIBHYIO ceTh Heckonbko [1K. U takas
JIOKaJIbHAsl CETh aBTOMATUYECKHU 3aIUIIAETCS OT 3JI0YMBIIUIEHHUKOB, MOCKOJIBKY OHA UM IIPOCTO HE BHIHA
(32 UCKJIIOUEHHEM CaMOT0 KOMIIbIOTEpa-MapuIpyTu3atopa). s moaasisionero 60ibIIMHCTBA IPOrpaMm
Mexann3M NAT moiaHoCThIO TPO3payveH, T.€. OHM €r0 IPOCTO HE 3aMETSIT.

Urak, nponomkum. [Ipornecc ycranoBku Windows 7 kak Ha ¢puzudeckuii [1K, Tak n Ha BuptyansHblil [1K
MTOJIHOCTHIO HACHTHYEH (puc. 15 u puc. 16).
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Puc. 15. OxHo HavanpHOU ycTaHOBKH Windows 7 Ha BupTyanbHbIi [TK

Puc. 16. Ycranoska Windows 7 Ha Buptyanbnbiii [1K 3aBepmien

B 3axntouenue BoinoaHuMm cienytouee: [lyck-Ilanens ynpasineHus-YdeTHbIe 3alIUCH
nosib3oBaresneii-Co3anue maposis CBoel yueTHou 3amucu (puc. 17).

Puc. 17. Co3nanue naposisi CBOEH y4eTHOH 3anucu

U eme onna xomanza: [lanens ynpasnenus-Cucrema u 6ezonacnoctb-Crucrema-M3meHuTsb
napameTpel-M3mMennuts. 31eck Mbl BkitounM Haii 11K B padouyro rpymnmy (puc. 18).

Puc. 18. OxHo M3MeHeHne nMEeHNU KOMITbIOTEpa UJTK JJOMEHA

JlaGoparopnas pabota 3. Yacts 3. KnnonupoBanue BuptyanbHoit mamunabsl ¢ OC Windows 7

Co3naauM erie ofHy MAIIMHY, Ul 3TOTO BBIMOJIHUM KOMaHay BupryanbHas
MannHa- Yupasnenue-Kionuposars (puc. 19).

Puc. 19. Oxkno Macrtep KIIOHMpOBAHUE BUPTYaTbHON MaIllHbI

Jlasiee MBI TOKakeM TOJIBKO T€ OKHA, TJIe Mbl OTKJIOHUJIUCH OT I1IaroB MacTepa 1o ymonuanuto (puc. 20).

Puc. 20. YcranaBnuBaeM nepexiatodaresib Co3maHue moJIHOro KjIoHa

KnonupoBanue — mporiecc CymecTBeHHO 0osiee OBICTPBIiA, YeM YCTaHOBKA BUPTYATBHON MAIIWHBI C HYJIS
(puc. 21).

Puc. 21. Kion co3gan
IIpumeuanue

MBpI Takke ycTaHOBWIM BUpTyanbHyto MamuHy Ha OC Windows 8. IIpemyaraem Bam caenarb 3Ty paboty
CaMOCTOSITENIbHO — HUYETrO MPUHIUITHAIBHO HOBOTO B 3TOM IPOLIECCE HET.
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VYcranoBka cpeacts Wmware

YrtoObl MOTYYHUTh AOCTYI U3 BUPTYyaJIbHOW MaIIuHbI K ¢aitnam Ha ¢pusnueckoMm 1K norpebyercs komanna
BupryanbHas MamumHa-YcranoBuTh naker WmwareTools (puc. 22).

Puc. 22. OkHo Hayasa ycTaHOBKH cpenicTB Wmware

[Tocne nHCTAMIALMU CPEACTB U Mepe3arpy3ku BUPTyalbHON MalllMHbI BHITOTHUM KoMaHay BuprtyanbHas
ManHa-Ilapamerpsl, oTkpoem BkIaaky [lapameTpsl 1 BcTaHeM KypcoOpoM Ha CTPOUKY Marok ¢ 00umum
JOCTYIIOM. AKTUBHpYEM TepeKouaTenb Beerna BkirodeHo (puc. 23).

Puc. 23. [Tanku ¢ o6mum goctynom (00IIHe Manku) Mmoka HeJIOCTYITHBI

Haxumaem Ha kHOTIKY [[06aBuTh 1 Ha pusnueckoM 1K ykaskeM marky, KOTOpyO MBI XOTUM CJIeJIaTh OOIICH
TUTs1 PU3HUECKOTO U BUPTYAJIbHOTO KOMITBIOTEPOB (puc. 24).

Puc. 24. Knonkoit O630p HaXoAMM HYXXHYIO HAM TMarKy

Jlanee akTuBUpyeM aTpuOyThI Manku (puc. 25).

Puc. 25. B 3ToM OKHE HaM HY>K€H BepXHUH (praskok

Teneps npu mpocMoTpe BCei ceTH Mbl yBUANUM Marky Ha HameM ¢usnueckom I1K, T.e. y Hac nmosiBuiach
cBs3b pusuueckoro 11K ¢ BupTyanbHsIMU MarHamMu (puc.26).

Puc. 26. CBs13b puznueckoid MalIuHbl ¢ BUPTyaJIbHOW YCTaHOBJICHA

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
[Topsimok yctaHOBKH BUpTyanbHOU MamiHbl VMwareWorkstation 9 na ¢usmnueckuii [1K. YeranoBka Ha
BUPTYJIbHYIO MAIIMHY OrepanuoHHoi cucteMbl Windows 7. KimoHupoBaHue BUPTyaIbHBIX MAIIIHH.
YcTaHOBKA JOTIOHUTENBHBIX cpencTB VMwaretools. Opranu3aliys CeTeBOro B3auMOICHCTBUS MEXKTY
BUPTyaJIbHBIMU MamnHamMu U pusudeckum [1K. O0muit nocTymn k mankam, ¢aiiiaM u mpuHTEpaM.

Tema 4. PacnpocTpanennsie cereBbie araku (OIIK-5)
Jlekumus.

Pa3BenpiBarenbHble araku. ATaku JAocTyna. ATaku THNA «OTKa3 B oOciaykuBanum» (DoS-arakm).
Nuannuanus nuHr-zanpoca 1meneBod cetu. MHWIumanus CKaHUpOBaHUSA IMOPTOB akTUBHBIX [P-aapecos.
ATaku QI TIONyYEHHUs] JOCTyNa W aTrakd conuaibHOoM wuHxkeHepun. Crnydunr-ataku. OwummHr
HecankunonnposanHoe npoHukHoBeHue. DoS- u DDoS-araku

IIpakTnyeckoe 3ansATHE.



Brinonnenue 3aganuii o Teme, 3anuch JEKIHH.
JlaGopaTopHbie padoThbI.
JlaGoparopnas pabota 4. ConuanbHast UHXEHEpUs

[{enb:u3yuynTh METOABI COLIMATBHON NHKEHEPUU
3agaun:
* Hayunrtbcs pacrno3HaBaTh NPU3HAKK COLMATILHON MHXKCHEPUH

* ccrienoBarh ciocoObl pacro3HaBaHUs COLUAIBHON WHXEHEPUU

Pecypcsr:

» Kommnstotep ¢ nocrynom k MaTepuery

HNucTpykuun

[ar 1. ITpumeps! uccnenoBanusi CounaIbHON MHKEHEPUU

ConmanbHas HHKEHEpUS CBS3aHa ¢ HHPOPMAIIMOHHOM 0€30MacHOCThIO, OHA UCTIONB3YETCs Vsl OMUCAHUS
METOIOB, UCIIOJIb3yEMbIX YEJIIOBEKOM (HJIU JINLIAMH ), KOTOPbIE MAHUITYJIUPYIOT JIIOABMH, YTOOBI OTYyYUTh
JOCTYH WU TIOCTaBUTH O] YTPOo3y UHPOPMALIHIO 00 OpraHu3aliy WK €€ KOMIbIOTEPHBIX CUCTEMaX.

ConuanbHOTr0 HHKeHepa 00bIYHO TPYAHO UAEHTU(UINPOBAThH, U OH MOXKET IPETEHA0BaTh Ha 3BaHHE
HOBOTO COTPYIHUKA, PEMOHTHHKA UK uccienoBatesis. ColMalbHbIN HHKEHEP MOXKET JaXe MPel0CTaBUTh
Y4ETHbIE JaHHBIE JJIs TOATBEPKACHUS 3TOM TUYHOCTH. 3aBOEBBIBAsI JOBEpUE U 3a7aBasi BOIIPOCHI, OH WIIN
OHa MOTYT cOOpaTh BOEAMHO JOCTATOYHO HHPOPMAINH, YTOOBI IPOHUKHYTH B CETh OpraHU3aIUu.

Hcnonb3yiite 110001 nHTEpHET-Opay3ep I UCCIeIOBAHUS CIIydaeB COIMAbHON HHKeHepun. O6o0muTe
TpH MIpUMeEpa, HalICHHbIE B BAIlIeM UCCIICIOBAHUY.

[Tar 2. Pacio3HaHKWE NPU3HAKOB COLIMAJIBHON UHKEHEPUU

CoumasnbHble HHKEHEPHI - He 0osiee 4YeM BOpHI U IIIHOHBL. BMecTo Toro, 4To0bhl NPOHUKHYTH B Ballly CETh
yepe3 IHTepHEeT, OHU MBITAIOTCS MOIYYHUTh JAOCTYII, IIOJIArasch Ha )KeJaHUEe YeI0BeKa ObITh JTI00C3HBIM.
XOTs CLeHapHii, IpUBEACHHBIN HIDKE U onucaHHbIN B kHUre Kpucrodepa Xannarn«lckyccTBo B3noma
YeJI0BEKay», HE SIBIISETCS CIEIM(PHUECKUM JIJIsl CETEBOW O€30MaCHOCTH, OH WILTIOCTPUPYET, KaK HUYETO HE
MIOI03PEBAIOIIMI YEIIOBEK MOXKET HEIIPEIHAMEPEHHO BbI1aBaTh KOH(UICHIIMATBbHYIO HH()OPMAIIHIO.

«B xade ObUI0 OTHOCUTENBHO THUXO, KOT/IA 51, OAETHIN B KOCTIOM, CHJIET 32 IYCThIM CTOJIOM. Sl TTOJIOKUII
CBOI nopT(ess Ha CTOJ U CTajl JKIaTh MOIXOAsIeH kepTBbl. Bckope nMeHHO Takasi skepTBa mpHuObLIa ¢
JPYTOM U CeJla 3a CTOJ psAaoM ¢ MouM. OHa MOJI0KHUIIA CBOIO CYMKY Ha CHJICHbBE PSIOM C COOOM, MPUTSIHIIA
CHUJICHbE ONTMKE U TIOCTOSTHHO JeprKaia PyKy Ha CyMKe.
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Yepe3 HECKOIBKO MUHYT €€ TofIpyTa yIuia B TyanerT. JKepTsa [11e11b] Oblia O1MHAa, TOITOMY 5 TI0/1aJ1 CUTHAT
Axnexcy u Jlxxecc. Urpas B nmape, Anekc u JIKecc cripocuiu KepTBy, cororpadupyer i1 OHa UX 00OUX.
Oma ¢ pafocThIo cormacuiack 31o caenarb. OHa yopasa pyKy OT CBOEH CyMKH, UTOOBI B3Th Kamepy U
cdororpaupoBarh «CHACTIMBYIO NTAPy», U, TOKAa OHA OTBJIEKIIACH, 51 IPOTSAHYI PYKY, B3JI €€ CYMKY U 3arep
ee B MoeM noptderne. Mos jxepTBa elle He 3aMeTuIa, 4To ee CyMKa Iponasa, korna Anekc u Jlxecc
MOKHHYJIH Kade. ANeKc Tora Molesl B COCETHHUM rapak.

Eit He moTpeboBanocyr MHOTO BPEMEHH, YTOOBI TIOHATH, UTO €€ CyMKa Ipornana. OHa Hayaia MaHuKOBaTh,
OTYASIHHO ONVISIABIBASICH 110 CTOpOHAM. IMEHHO Ha 3TO Mbl U HAJIESIIIUCH, IIOATOMY I CIPOCHJI €€, HYKHA JIN
€l TIOMOIIIb.

Omna cripocuiia MeHsl, BUJIET JIU 51 9TO-HUOYIb. S ckazan eif, uto HetT. [loTrom yOemaut ee cecTh U MoIyMarh O
ToM, 4TO ObLITO B cymKe. [1o Tenedony. Kocmernka Hemuoro nener. U ee kpeautHbie kKapThl. buHro!

A cnpocwui, ¢ keM oHa paboTalia, a 3aTeM cKaszaj, 4yTo s padoraro B 3ToM Oanke. Kakas ynaua! S 3aBepui ee,
4TO Bce Oy/IeT XOpOIlIo, HO €il Hy>)KHO OyleT HeMeAJIeHHO 3a0JI0KUPOBATh CBOIO KPEAUTHYIO KapTy. S
MTO3BOHMJI TIO HOMEPY «CIIPABOYHOM CITY>KOBI», KOTOPHIM Ha CaMOM Jiesie OblT AJIEKC, U TIepeial eil CBOM
TenedoH.

Axnexc 0611 B (yprone B rapaxe. Ha npruOopHo# maHe I mpourpsiBaTeIb KOMIIAKT-IUCKOB BOCIIPOU3BOIUI
ciry>keOHble rymMbl. OH 3aBEpUII, YTO €€ KapTa MOXKET OBITh JIETKO aHHYJIMPOBAHA, HO ISl TIOATBEPKACHUS
ee JJMYHOCTHU i Hy»HO Obu10 BBecTH cBoi PIN-koz Ha KiaBuatype TenedoHa, KOTOpPhIi OHA UCIIONIb30BaIa.
Ha moem Tenedone u Moeii KiiaBuaType.

Korna y nac 6s11 ee PIN-xogx, st ymen. Eciu 661 MbI ObUTH HACTOSITIIMIMEU BOPaMH, Y HaC ObLT ObI IOCTYT K €€
cdery depe3 0aHkomar u Mokynku ¢ nmomoibio PIN-koma. K cuacteio a1 Hee, 3To ObIIO IPOCTO TEIICTIOY ».

ITomuure: «Te, KTO CTPOUT CTEHBI, JyMAIOT HHAYE, YEM T€, KTO CTPEMUTCS IPOUTH HaM, MIOJI, BOKPYT WX
yepe3 Hux». [lon Yuncon - "Hacrosue adepuctsr”

Uccnenyiite criocoObl pacrio3HaBaHUs CONMAbHON MHXeHepur. ONMUIINTE TPU PUMeEpa, HalJICHHBIC B
BallleM HCCIIeI0BaHUM.

[ar 3. Mccnenyiite criocoObl pacrio3HaBaHUsl COLUAIBHON HHKEHEPUH.

Ectb 1 B Baieit KoMInaHuy Uin 00pa3oBaTeIbHOM YUPEXKICHUN POy P, TOMOTAIOLINE TPEI0TBPATHTD
COLIMAJIbHYIO MHKEHEPUIO?

Ecnu na, To KakoBbI HEKOTOPBIE U3 3TUX Mpoueayp?

Wcnonwiyitte UHTEpHET U1 M3y4YeHUS TPOLEAYD, KOTOPbIE UCIOJIb3YIOT APYTUE OPTaHU3ALUU, YTOObI
MOMEIIAaTh COIIMAIbHBIM MHKEHEpaM MOMYUYUTh JOCTYI K KOHpUAeHInaIbHo! nHpopmaruu. [lepeuncnure
CBOM BBIBOJIBI.

3agaHus 17151 CAMOCTOSITEIbHOI padoThlI.
1. AHamu3 TONOJIOTHU C MHOYKECTBEHHBIM JI0CTYIIOM.

Tema 5. Yazsumoctu IP u yrpossl. (OIIK-5)
Jlexknus.



Artaku IP n ICMP. Ataku Ha ocHoBe ICMP. Atakum mo MeTOAy YMHOXEHUS M OTpaKeHHUs. ATaku C
noaMeHoil anpeca. OOHapyxkenue Mapupytuzaropa ICMP. Araku mo Mertomy JIaBHHOOOpPA3HOTO
YMHOXEHHS U OTPAXKECHHUS U CITy(DUHT-aTaKH.

IIpakTnyeckoe 3aHsATHE.

BrinonHenue 3a1anuil Mo TeMe, 3auch JEKLIUHU.
JlaGopaTopHbie padoThbI.

1. AHanu3 ysA3BUMOCTEN CUCTEMBI

2. Knaccudukanus yrpo3 nHGOpMAIIMOHHON 0€30MaCHOCTH
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1. OcHOBHBIEC HANPABJICHUS U METOJIbI peATN3AIMU yTPO3

2. HepopmanbsHast MoieNlb HApyIIUTENS

Tema 6. Yazsumoctu TCP u UDP. (OIIK-5)
Jlexknus.

3aronoBok cermeHta TCP. Cepsucbi TCP. Tpexcroponnee kButupoBanue TCP. JlaBuHHas araka
SYN-flood TCP. 3aBepmienne TCP-coemunenus. 3aronoBok cermeHTa UDP u ero pabora. Ataku ¢
ucnonb3zoBanueM UDP. IP-cepBuchl. Vsa3Bumoctu ARP. Ilognenka 3amuceidr kema ARP. Ataku DNS.
Hopmansnast pabora DHCP. MexcereBble 3kpaHbl. J[eHCTBHE CHUCTEMbI MPEIOTBpAILCHUS BTOPKEHUUN
(IPS). 3amuTa koMMyHHKanui. L{e1oCcTHOCTE NaHHBIX. ACUMMETPUYHOE MU(PPOBAHHE.

IIpakTH4eckoe 3aHATHE.
BrmonHeHne 3aganuii 1o TeMe, 3aITiCh JICKITAM.
JlaboparopHbie padoThbI.
Jlaboparopnas pabota 6. Uccnenoanue Tpaduka DNS
Hens: nccnenorars Tpadhuk DNS ¢ momonisto Wireshark
3amauu:
* [IepexBatuth Tpaduk DNS
* M3yuuts TpadukDNS-3anpoca
* U3yuuts Tpaduk DNS-oTBeTa
OO6mme cBeIeHHs U CIICHApUid

Wireshark — cpencTBo nepexBara U aHaIn3a MaKeTOB ¢ OTKPBITHIM UCXOMHBIM KogoM. Wireshark maet

moipoOHy0 MHPOPMAITHIO O CTEKE CETEeBBIX MPOTOKoIOB. Wireshark mo3Bomsier hunbTpoBath Tpaduk s
MOKCKA U YCTPaHEHUs HeMOIaI0K CETH, U3y4eHHUs MPoOsieM O€30MacCHOCTH U aHAIN3a CETEBBIX MPOTOKOJIOB.

Wireshark no3Bossier mpocMaTpuBaTh CBEICHUS O MAKETaX, HOITOMY 3JI0YMBIIUIEHHUK MOKET
UCTIOJIb30BaTh MPOTpaMMy Kak pa3BebIBaTEIbHOE CPENICTBO.

B ar1oit maboparopHoii pabote BbI ycranoBute nporpammy Wireshark B cucreme Windows st punsrparium
naketoB DNS u mpocMoTpa nHpOpMaIuy Kak o MakeTax 3anpocoB, Tak u oTBeToB DNS.

HeobOxonumeie pecypchl
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* 1 I[IK ¢ Windows, noctynom B UHTepHET 1 ycTaHOBIEHHOM mporpammoit Wireshark

HNucTpykunn

[ar 1. ITepexsat Tpadukxa DNS

a. Otkpoite WiresharkunaunuresaxsarganabIxporpammoit Wireshark, 1Bax b TKHY BIIOCETEBOMY
unTepdeiicy crpadukom.

b. B komananoii ctpoke Beeaute ipconfig /flushdnsu naxkmure Enter (BBon), uto6s1 ounctuts kemDNS.
C:\Users\Student>ipconfig /flushdns

Hacrpoiika IP ans Windows YcnemrHo copomen ks DNSkimenra.

c. Beegure nslookupB oTBeT Ha npuIanIeHne BOWTH B MHTEPAKTUBHBIHPEKHUM.

d. Beenute nomenHoe ums Beb-caiita. B maHHOM mpumepe UCIoab3yeTcs JOMEHHOe HMSIWWW.cisco.com. B
KOMaHJTHOW CTPOKE BBEUTEWWW.C1SCO.COM.

C:\Users\Student>nslookupCepep mo ymonuanuio: Hen3BecTHO Address:68.105.28.16
>www.cisco.comCepsep: Hen3BecTHO Address:68.105.28.16

He 3acnyxuBaromnuii JOBepusi OTBET:

Name:e2867.dsca.akamaiedge.net Addresses:2001:578:28:68d::b33
2001:578:28:685::b33

96.7.79.147

[IceBHOHUMBI: WWW.CISCO.cOm

www.cisco.com.akadns.net wwwds.cisco.com.edgekey.net
wwwds.cisco.com.edgekey.net.globalredir.akadns.net

e. [locrne 3aBepreHus: BBEAUTE €Xit, YTOOBI BBIMTH U3 MHTEPAKTHUBHOTO pekuMa nslookup. 3akpoiite
KOMaH/IHyIOCTPOKY.

f. lllenxauTe Stopcapturingpackets(OcTaHOBHUTH MEpeXBaT MAKETOB), YTOOBI OCTAHOBUTH3aXBaT TAHHBIX
nporpammoii Wireshark.

[ar 2. Uzyuenne tpaduka DNS-3ampoca

a. HaGmronaiite 3a Tpadukom, 3axBadeHHbIM B o0nacTu criucka naketoB Wireshark. Beegure udp.port== 53
B 10JI€ (PMIIBTPA U HAXMHTE CTPEIIKY (Wi KHOMKY Enter) ams mokasa Tonbko makeToBDNS.
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b. Beibepure maker DNS ¢ mapkupoBkoii Standardquery 0x0002 A www.cisco.co(CTaHnapTHBIH 3ampoc
0x0002 A www.cisco.com).

B oGmacTu cBesieHun 0 makerax oOpaTuTe BHUMaHHE, YTO ATOT MAKET UMEET CICAYIONINE CBEICHUS:
Ethernet II, mpotokon IPv4, nporokon UDP u cuctemy nomMeHHBIX UMEH (3armpoc).

c. Pazsepuure Ethernet I nns mpocmotpa cBenennii. HaGmronaite 3a mositMu MICTOYHUKA WHA3HAYCHUSI.

Hazosure MAC-anpeca ucrouynuka u HazHaueHus. C KaKMMH CETeBBIMHU UHTEp(delicaMy CBA3aHbI 3TH
MAC-anpeca?

a.Packpoiite Internet Protocol Version 4 (IIpotokon IPv4). Habmronatite 3a IPv4-anpecamMmu nctouHuka u
Ha3HAYCHHSI.

Hazosute [P-anpeca ncrounuka u HazHaueHus. C KaKUMH CETEBBIMHU HHTepdeiicamu cBs3anbl 3Tu [P-
anpeca?

b. PackpoiiteUser Datagram Protocol (ITporokon UDP). HaGmromaiite 3a mopraMmu UCTOUHUKAN
Ha3HAYECHUS.

HazoBute noptsl ucTOuHMKaA U HazHaueHus. HazoBure Homep nopra DNS 1o ymon4anuzo.

c. OTKpoiiTe KOMaH/IHYIO CTPOKY U BBeauTe arp —a u ipconfig /allans 3amucu MAC- ulP-agpecos
KOMIIBIOTEpA.

C:\Users\Student>arp -a

Interface: 192.168.1.10 --- 0x4 Internet Address Physical AddressType 192.168.1.1
cc-40-d0-18-a6-81dynamic

192.168.1.122 b0-a7-37-46-70-bb dynamic
192.168.1.255 ff-ft-ff-ff-ft-ff static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.252 01-00-5e-00-00-fc static
239.255.255.250 01-00-5e-7{-ff-fastatic

255.255.255.255 ft-ff-ff-ff-ft-ffstatic

C:\Users\Studuent>ipconfig /all
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Hacrpoiika IP nins Windows

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :

Description . .. ........:Intel(R) PRO/1000 MT DesktopAdapter Physical Address. ........:
08-00-27-80-91-DB

DHCP Enabled. ..........: [la
ABTOHAcCTpoMKa BKJIIOUEHA . . . . : Jla
Link-local IPv6-anpec. . . . . :fe80::d829:6d18:€229:a705%4(Preferred) [Pv4 Address. . .........:

192.168.1.10(Preferred)
Subnet Mask . ..........:255.255.255.0

ApeHpganonydeHa. . . . . .. ...: Tuesday, August 20, 2019 5:39:51 PM Apenmaucrekaer . .........:
Wednesday, August 21, 2019 5:39:50PM

Default Gateway . ........:192.168.1.1

DHCP-cepsep ... ........:192.168.1.1

DHCPv6IAID ...........:50855975

DHCPv6 Client DUID. . ... ...:00-01-00-01-24-21-BA-64-08-00-27-80-91-DB
DNS-cepBepbI .. .........:68.105.28.16

68.105.29.16

NetBiosuepe3 TCP/IP. . . . . ... : Bxiouen



Cpasaure MAC- u [P-anpeca B pe3ynprarax nporpammbl Wireshark ¢ pesynsraramu u3 ipconfig/all.
KakoBbI Bamu HaOroneHus?

d. PazBepunte DomainNameSystem (query) (CucteMa JOMEHHBIX UMEH (3ampoc)) B 00JaCTUCBECHUH O
nakerax. 3areM paspepuute Flags(®dmarn) u Queries(3amnpocsr).

Wzyuute pe3ynprarsl. drar HaCTpoeH i peKypCUBHOTO (GopMHUpOBaHUs 3arpocoB st [P-anpeca Ha caiite
WWW.CISCO.com.

[ar 3. N3yuenue Tpaduka DNS-orBeTa

a. Beibepure coorBercTBytomuii naker DNS-oTBeta ¢ MapkupoBkoit Standardquery 0x000# A
www.cisco.co (Crangaptabiit 3ampoc 0x0002 Awww.cisco.com).

Hazosure MAC- u [P-aapeca ucTouHuka 1 Ha3HAYEHUSI 1 HOMepa opToB. [IpoBenuTe nx cpaBHEHUE C
anpecamu B naketax DNS-3amnpoca.

b. Pa3zeepantre DomainNameSystem (response) (Cuctema TOMEHHBIX UMEH (OTBET). 3aTeMpa3BEPHHUTE

Flags(®naru), Queries(3anpockr) u Answers(OTBeTsl). 3ydnte pe3ynbraTsl.

Moket iu DNS-cepBep BBITOJIHITH PEKYPCUBHBIE 3aITPOCHI?

c. Habmromaiite 3a 3anmucamu CNAME u A B cBenenusx o0otBeTax. CpaBHUTE 3TH PE3YJIBTATHI C
pe3ynbraTamMu KoMaHabinslookup.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Ha ocHoBanuu pesynbratoB Wireshark xakwue ere cBeieHHs MOKHO TTOUEPIHYTh O CETH,KOT/Ia YIaseTCs
buneTp?

2. Kak xakep MOXeT UCIOJIb30BaTh nporpammy Wireshark B niensix HapymeHust 6e30macHOCTUCETH?

Tema 7. becnipoBonnbie cetu. (OIIK-5)
Jlexknus.

Bluetooth, 3G, 4G, WiMax,WI-FI. Crangapt 6ecnipoBomHoii cBsizu Bluetooth. Moounsnas 3G u 4G Certb.
Hacrpoiika mogema. Texnonorus WiMAX u LTE (4G). be3nposonnas texuonorust Wi-Fi. becipoBonnas
oducHas CeTb.

IIpakTnyeckoe 3aHsATHE.
BrinonHenue 3aanuii o Teme, 3anuch JEKIUH.
JlaGopaTopHbie padoThbI.

JlaGoparopnas padota 7. Hacts 1. Jlerkas (mosyaBToMaTHueCKas) HACTPOiiKa 6eCIpPOBOIHOTO
mapupytuzaropa TL-WR1043ND

ens: HacTpouTh OecipoBOIHON MapmpyTu3aTop yepe3 Wi-Fi
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3amaun:
* [TogxmounTh MapIIpyTHU3aTop K 3Mekrpocet 1 Wi-Fi
* HacTpouTh TOUKy nocTymna
» Co3mars KIIF0Y 0€30I1aCHOCTH

M1 nogxmounm Kk WI-FI mapmpytuzatop TP-LINK, Tounee — mogens TL-WR1043ND (puc.1-3). Oto
COBPEMEHHOE YCTPOMCTBO, Y KOTOPOTO MaKCUMaJIbHasi CKOPOCTh OecipoBoaHOTO coenuaeHus: 300
Mo6ut/cek, a ckopocth moptoB 1000 MowuT/cexk.

Puc. 1. Wi-Fi-touka nocryna (poyrep) TL-WR1043ND

Puc. 2. Tlepenuss manens 6ecripoBogHoro Mapiipytuzaropa TL-WR1043ND
CBeToanoHbIC MHIUKATOPHI U KHOMKAa-UHAUKaTop QSS (ObICTpas HaCTpoOWKa mapaMeTpoB OE30MaCHOCTH):
* PWR — nuranue. UHAMKATOp BBIKI - MUTAHUE OTKIIFOYEHO, BKJI - MUTAHUE BKIIFOUECHO.

* SYS — cuctema. Bxi1. - 3arpy3ka HCXOAHBIX TTApaMETPOB UM CUCTEMHAs OmKOKa. Muraer - ycTpoicTBO
paboTaeT B HOPMAIBHOM pPEXHME. BBIKII. - cHCTeMHast ormoka.

* WLAN — OccipoBoziHast ceTb. BBIKIIL. - (yHKIMS OecrIpOBOAHOM Mepenayn JaHHbIX OTKJIIoYeHa. Muraer -
¢byHKIMs OecrIpOBOAHON Mepeaayy JaHHBIX BKIIIOUCHA.

* WAN (Unteprer), LAN (JlokansHas cetb) 1-4. BBIKIL. - y TOpTa HET MOAKIIOYEHHBIX YCTPOUCTB. BKII. - K
MOPTY MOIKITIOYEHO YCTPOHCTBO, HO OHO HEAKTHBHO. MUTaET - K TIOPTY MOJKITIOYCHO YCTPOMCTBO U OHO
aKTHBHO.

* QSS - OpIcTpas HACTpOIKa MapaMeTpoB Oe30MacHOCTH. MeIJIeHHO MUTAET - OECIIPOBOAHOE YCTPOMCTBO
MIPOM3BOIUT MOAKIIOUCHHE K CeTH uepe3 GpyHKIuo QSS. DToT mporecc 3aHUMaeT MPUMEPHO JIBE€ MHUHYTHI.
Bxi1. - 6ecripoBoiHOE YCTPOMCTBO OBLIO YCTICIITHO TMOIKIIOYEHO K CETH TTocpencTBoM GyHKnu QSS.
BricTpo mMuraer - He ynanoch MOAKIIOUNATE OECITPOBOHOE YCTPOMCTBO K CETH TocpecTBoM GyHKIMU QSS.

Puc. 3. 3anuss nanens 6ecripoBonHoro Mapipytusaropa TL-WR1043ND
Ha 3agHei manenu pacnoyioKeHbl CIEIYIOIIUE JIEMEHTHI:

* POWER - pa3zbem 7151 HOAKIIIOYEHUS TUTAHUS OT a/1arTepa MUTaHus, BXOASAIIETO B KOMILJIEKT MTOCTAaBKU
6ecripoBogHOro Mapupytuzaropa TL-WR1043ND



28

* RESET — kHomnka cOpoca KoHpHUrypaluu poyTepa JUIsl €ro Bo3Bpara K 3aBOJICKUM HacTpoiikam. [Tpu
IIOMOILY UTOJIKK HAXXMUTE U yACPKUBAaWTE KHONKY Reset 5 cekyHn, 3aTeM OJ0KAUTE, IIOKA
MapuIpyTU3aTOp BBIIOJIHUT IIEpE3arpysKy.

* USB - pa3zbeMm Ju1sl IOAKIIIOYEHMS] YCTPONCTBA XpaHEHUsI JaHHBIX WJIU, HAIIPUMED, IPUHTEPA.

* WAN cumnsist pozetka RJ-45 mis noaximouenust DSL/kaGensHOro MozeMa uinu cetd MHTepHeT (mopT 1uist
noakioueHus CeTu ot nposaiiaepa).

» Aarernna Wi-Fi uepHoro 11Beta ciiyKuT 1J1s1 O€CIIPOBOIHOTO TMOTYUYCHHUS U Tepeaadu JaHHbBIX.

* 1,2,3,4 (LAN) — po3etku RJ-45 xenToro npera Jjisi MOAKIIOUEHUS MapIIPyTH3aTOpa K KOMIIBIOTEpaM
JIOKaJIbHOM CETH.

Wtak, Hatr GecripOBOIHBIN POYTEp MOAKIIOYECH K 3JIEKTPOCETH, OT HETO UJET BUTAS Mapa Ha CTAIMOHAPHBIN
[IK (matuykopa BXOAWT B KOMILJIEKT MOCTaBKM), a Wi-Fi Mbl OyeM HUCIonb30BaTh, YTOOBI OJKITIOUNTE
HOyTOYK. HacTpoliky poyTepa MOKHO MPOU3BOIUTH Kak Ha ctannmoHapHoM 1K (meckrome), Tak u co
CTOPOHBI HOyTOYKa. Mnu TaM, MK TaM HY»KHO BBIIOJTHUTH KoMaHay [lanens Ynpasnenus — Llentp
YIpaBIEHUS CETIMH U OOIINM TOCTYIoM — HacTpoiika HOBOTO monkitoueHus win cetu-Co3nanue u
HacTpoiika HOBOM cetu (puc. 4).

Puc. 4. Oxao YcTaHOBKA ITOAKITIOYEHUS UIA CETH

Haxumaem Ha kHOTIKY [lanee, Buaum Haie 6€CIpoOBOIHOE YCTPOUCTBO (pHC. 5).

Puc. 5. O6HapyxeHue TOYKH JTOCTYTa MPOILJI0 HOPMAJIbHO

Crnenyrommm sranoM HeoOxoaumo Bectu PIN-kox ¢ aTukeTkn Ha Mapuipytusatope (puc. 6 u puc. 7).

Puc. 6. Ha atukerke mapmpyrtuzaropa untaem PIN-koz

Puc. 7. Beonum PIN-kox B okHO Hacrtpolika cetn

[Tocne HaxkaTusi Ha KHOTKY Jlajiee cieayeT COmacuThesl C PeKOMEHIyeMbIMU HACTPOHKAaMH TOYKH JTOCTYTIA
WX 3371aTh CBOM (MMs OECIIPOBOAHOM CETH, MapoJib AJIS IOCTyIa K CETH, YPOBEHb O€30MAaCHOCTH U THII
mmdpoBanus) — puc. 8.

Puc. 8. BBonuM nums cetu (€ro npuIyMbIBa€M CaMH)
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[Tocne Haxarust KHONIKK J[anee Mpou30MaeT HaCTPOMKa TOUKH JocTyma (0eCIIpOBOAHOTO MapUIpyTHU3aTOpa),
reHepalys Kiroya 6€30MacHOCTH U MOJKIIIOUEHHE Halllero HoyTOyka K OecripoBOIHOM ceTH (puc. 9 u puc.
10).

Puc. 9. Co3nanue kiroua 0€300aCHOCTH

Puc. 10. becripoBogHO€E COeTMHEHNE MOAKIIOUYEHO
[Ipumeuanue

Mogens TL-WR1043ND nmeet kHOTIKY ObICTpO HACTpOMKH 3amuThl (QSS) ayis aBTomMarnyeckon
nepeaady Kiova mudpoBaHus KIMEHTCKOMY YCTPOMCTBY ¢ Takoi ke pynkmuei. [loatomy, npu
MTOJIKJTFOUYEHUH K Hallle OeCIpOBOHON CETH HOBOTO KOMMbIoTepa moj yrnpasieHueM Windows 7 (MX MOXET
ObITh 10 20 IIT.), MO’KHO HE BBOAUTH KITI0U O€30MaCHOCTH, a MPOCTO HAXKaTh HA ATy KHOMKY Ha
MapmipyTtuzarope. [logkmoueHne kK 6eCIIpoBOIHOM CETH MPOU30MIET aBTOMaTH4ecku (puc. 11).

Puc. 11. OkHO BBOAA KIiIto4a O0E€30IaCHOCTH

Jlaboparopnas pabora 7. Uacts2. Hactpoiika Ha paboty B MaTepuer Wi-Fi poytepa Net Gear JWNR2000 B
PYYHOM pEKUME

B 510i1 pabote MBI H3yunM, Kak MOKHO ¢ moMotsio Wi-Fi poytepa monkmounts k MaTepHeT nBa I1K:
CTallMOHAPHBIN U HOYTOYK. [TopThl M MHAMKATOPBI poyTepa NpUBEACHBI HA puc. 12.

Puc. 12. O603Ha4yeHre MOPTOB U UHAUKATOpOB poyTepa Net Gear JWNR2000
XapakTepuCTUKU ATON MOZENN MapLIpyTH3aTOpa ISl BHIACIEHHON TMHUH TaKOBBL:
* Jactora - 2,4 I'r1

* Pexxumsl - Infrastructure, WDS-Bridge

* Knonku - Reset, WPS

[Ipumeuanue

Knonka WPS Hy»XHa a1 ynpoleHus rmporecca HacTpoku oecripoBoaHoii cetn. Haxkatue WPS
aBTOMaTu4yeckyu 0003HauYaeT UMs CETH U 3aJaeT udpoBaHue, s 3alIUThl OT HECAHKIIMOHUPOBAHHOTO
J0CTyTa B CETh, IPU 3TOM HET HEOOXOJUMOCTH BPYUYHYIO 337aBaTh BCE MapaMeTPhl.



* Unaukaropsl - LAN, Power, WLAN, WPS

* [Topts! Fast Ethernet - 4 mopra 10/100 MouTt/cex

* [Toptet WAN - 1 mopt RJ-45

* Ynpasnenue - Be6-unrtepgeiic, GUI, SNMP

* Firewall - punsrpamms mo MAC-anpecy, puiasTpanus nakeros, 3ammra oT DoS-arak

* [Tonnepskka cxem obecrnedenus 6e3omacHocT OecrpoBoanoit mepemxaun WPA2-PSK; WPA-PSK; TKIP;
AES; WEP-komupoBanue ¢ 64- win 128-0UTHBIM KITIOYOM

* 3amumenHsie VPN-nipotokonsl - PPTP, PPPoE

* [Tonyuenue IP-agpeca - Static IP, Dynamic IP

* QoS - ITonnepxxuBaetcs

* [Tognepxka WMM (Wi-Fi Multimedia) - Ects

* DMZ - [lonnepxxuBaetcst

* NAT - IlognepxuBaercs

* DHCP-cepBep - Ecth

* MakcumasbHasi CKOpOCTh OECITPOBOIHOM mepenaun JaHHbIX - 300 Mout/cex

» Crangaptsl 6ecnipoBomnoi cBs3u - IEEE 802.11n, IEEE 802.11g, IEEE 802.11b
[ar 1 — Hactpoiika crarmonapuoro I[1K mxns OC Windows XP

[Togkimrouaem poyTep cOriacHO cxeme Ha puc. 13.

Puc. 13. CxeMa nmonkiiroueHus yCTPOUCTB O€CIPOBOIHOM CETH K TOYKE JOCTYIIa

Hanee nyxHo HacTpouTs ipoTokon TCP/IP kak Ha puc. 14.

Puc. 14. Hacrpoiika nporokona MaTepHeT

3arem BBeauTe B Opayszepe 192.168.1.1 u momyunre cneayromiee okHo (puc. 15). BBogum croga Ums
nosib3oBaresis u [laposnb (OHM HamKMCaHbI HA ATUKETKE pOyTeEpa — CM. pUC. BbIme"/>).
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Puc. 15. Oxno Bxozna Ha ceprep 192.168.1.1

[Tocne naxxarus Ha kHOIKY BXxon oTkpoeTrcst okHo OcHOBHBIE HAaCTpoiiku. B mporpamme numeercss Mactep
YCTaHOBKH, HO OH 3/IECh HE OUY€Hb XOPOIIl, TO3TOMY JIy4Ille BOCIOIb30BATHCS PYYHON HACTPOMKOM poyTepa
(puc. 16).

Puc. 16. Otu nanHbIe BBOAUTE B COOTBETCTBUH C IOTOBOPOM IpoBaiiepa MuTepHeT

B nannoe oxno BBomum IP-aapec, [P-macky noaceru u [P-aapec nuiro3a u3 10roBopa ¢ nmpoBaniepom.
Haxumaet Ha kHOTIKY [IprMeHuTh — mosiBiIsieTcst Apyroe okHo OCHOBHBIEC HAacTpoiiku (puc. 17).

Puc. 17. OKHO OCHOBHBIE HACTPOIKHU

31ech B COOTBETCTBUM C JOTOBOPOM IpoBaiinepa Murepuet BBogum Mmst nonb3osarend u I1apons. B atom
OKHeE ke okHe cienyeT B criucke [TocraBuuk yeinyr MaTepHera BeiOpars npotokoi PPPoE (puc. 18).
Haxxumaem [IpuMeHuTs.

Puc. 18. 13 npoTtokosnoB foctymna BeioupaeM rnpotokoi PPPoE

[Tocne 0OHOBIEHUS TTapaMeTPOB poyTepa B noje CoxpaHeHHEe HAMINUTE OMIINUI0 YCTAaHOBUTH MAPOJIb U
3aMEHHTE TapoJib M0 YMOJTYAHUIO, T.e. password Ha kKakoW-1u00 CBOH, Hampumep, quthor. Jlanee Hactpoiite
okHo [TapameTpsl 6ecIIpOBOIHOTO coeMHEeHUs — pHC. 19.

Puc. 19. Okno [1apameTpsl 6€CIIPOBOTHOTO COETUHEHUS

IIpumeyanue

SSID — na3zBanue GecipoOBOIHOM CETH

®pa3za — napoib 31ech 3aaana 12345678, Ho sydiie BBeCTH 4TO-I100 Ooliee CIokKHOE.
Coser

Jnst 3amens! nmaposns Habepure 192.168.1.1., BBenute admin u quthor, Beioepure komanay [lapameTpsr
0ecIIpOBOTHOTO COEIMHEHMS U BBEIUTE HOBBII MapoJib, HaIpUMep, masha+vova=love

AT 2 — Hactpoiika Wi-Fi cetn nHa HoyTOyke 1t OC Windows 7

Hactpoum padoty Wi-Fi anantepa Ha HOyTOyKe, 4TOOBI OH cMOT moyuuTh MHTEepHET OoT poyTepa NetGear.
Brimonaute Ha HOyTOYKe KomMaHay [lanens ynpasnenus-Cets u UatepHet-Ilogkmouenue kcetu (puc.20).
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Puc. 20. becipoBoHOE ceTeBoe coeqMHEHUE (POyTep) HOYTOYK OOHAPY KU

[Tocne naxarus Ha kHONKY Iloakitouenne HeoOXoAMMO BBECTH (hpas3y-maposb Kioua 6e30macHOCTH (B
HaieM cinyyae 12345678 unu, eciau BbI 3TOT Mapoib U3MEHMIH, To masha+vova=love) u UnTepHer Ha
HOYTOYK OyzeT nonkitoueH. HTepHeT 3amyckaercs uepes 11000 Opays3ep Kak Npu BKIIOYCHHOM
craunonapHoM IIK, Tak u 6e3 onoro. JIumb 661 poyTep ObLIT BKIIOYEH.

Hactonbnas Bcenanpasiennas 8nbu antenna TL-ANT2408C

becnpoBoanas HacTonpHas anteHHa TL-ANT2408C pabotaet Ha yactote 2.4-2.51'T11 ¢ koahpunmeHTOM
ycuiieHus 81bu 1 mo3BoJISET CYIECTBEHHO YBEJIMYUTH TadbHOCTh OECIPOBOIHOTO CUTHAJIA U TIOBBICUTD
Ka4eCTBO coeMHEeHMsI. AHTeHHA ocHameHa RP-SMA mirekepom, 4To 00ecrieqrnBacT COBMECTUMOCTD C
OOJBIITMHCTBOM O€CIIPOBOJIHBIX YCTPOUCTB — puC. 21.

Puc. 21. becnpoBonHas anTeHHa i poyrepa moaenu TL-ANT2408C

3aMeHa CTallMOHAPHOW aHTEHHBI MapuIpyTh3aTopa (Touku nocryna) Ha TL-ANT2408C 3amMeTHO yBEIUYUT
CHJTY U IaJIbHOCTh OECIPOBOAHOTO cUrHana. II0cKkoIbKy JaHHAs aHTEHHA SIBJSIETCS BCEHANIPABICHHOM, TO
HET He0OXOIMMOCTH TIOBOPAUMBATh €€ B Ty WJIM UHYIO CTOPOHY JJISl ITOJTy4eHHsI 00jiee YEeTKOTO CHUrHaJia —
AHTEHHA I10JIy4aeT U OTIPABIISAET CUTHAJIBI BO BCEX HAIIPABIICHUSX.

[Ipumeuanue

nan

nbu (dBi) - aTo nenubernn mo cpaBHEeHUIO ¢ "1", TO €CTh IO OTHOIICHHUIO K U30TPOIIOHOMY HU3JTy4aTelto -
WJeaTbHON aHTeHHE, TUarpaMMa HalpaBJICHHOCTH KOTOPOU MpeCcTaBiseT co0oit chepy, kodphuiueHt
ycuiieHus: kotopoit paBen enunune u KI1J[ koropoit pasen 100%. nbu (dBi1) xapakrepusyer ko3ddunreHT
YCUJICHHUSI aHTEHHBI U €€ HalpaBJieHHbIE CBOICTBA M0 CPAaBHEHUIO C U30TPOIHBIM H3itydareneMm. CTporo
TOBOPS, €CJIM TOBOPST, YTO JIaHHAs aHTEHHA UMeeT Ko ULMeHT ycuiaeHus, Hanpumep, 8 1b, To Ha camom
nesne uMeetcs BBuay 8 nbu.

Wi-Fi-agantepTP-LINK TL-WN725N

Henoporoit u kommaktasiii Wi-Fi-amantep TP-LINK TL-WN725N noka3an Ha puc. 22.

Puc. 22. Wi-Fi agantepTP-LINK TL-WN725N
XapaKkTEepUCTUKU:

» Crangapt 6ecripoBogHOM cBsizu - 802.11n, wactora 2.4 I'T1x
* Makc. ckopocTh 6ecripoBoHOTO coenuHenHus - 150 Mout/c

» Unatepdeiic mogxmouenus - USB 2.0



* 3amura nHpopmanuu (pexxum mudpoBanus gaHHbIX) - WEP, WPA, WPA2, 802.1x
* MomnocTs nepenarunka 20 dBM
IIpumeyanue

nbM (dBm) - 3To genmbernt o cpaBHeHHIO ¢ "m", B TaHHOM CJIy4ae [0 OTHOIIEHUIO K MUJTMBaTy. MHave
TOBOPSI, ITO 3HAUYEHUE TOTO, Ha CKOJIBKO ACIUOEIIT JaHHAS MOIIIHOCTH OoJbIie (Wi MeHbIe) yeM 1 MBT.

becnpoBoanoit munam ceteBoit USB-amantep (USB WLAN) TL-WN823N

becnpoBoanoit muam ceteBoit USB-amantep TL-WN823N npennazHaueH 1)1 MOAKIIOYCHHS HOYTOYKa WA
HACTOJILHOTO KOMIThIOTEPA K OectipoBoaHON ceTu. CKOpoCTh OectpoBoaHOr0 coenuaenus a0 300 Mowut/c. —
puc. 23.

Puc. 23. Anantep TL-WN823N ¢ knonkoir WPS

Apnantep uMeeT GyHKIUIO IPOTPaMMHON TOUKH AOCTYIA. BKIIFOYHB ATOT PEKUM, MTOJTB30BATENN TIOITYYaIOT
COBMECTHBIN goctyn K mpounM Wi-Fi ycTpoiictBam (HOyTOyKH, cMapT(HOHBI HIIN TJIAHIIIETHUKH) CO CBOMX
HOYTOYKOB WJIM TIEPCOHAIBHBIX KOMITBIOTEPOB C IMTPOBOHBIM ITOIKITIOUEHHEM. ATanTep MO3BOJISET
MIPOM3BECTH HACTPOHKY Oe30macHOCTH ogHUM Haxarnem kHonku WPS (Wi-Fi Protected Setup).
[Tonp30BaTEI MOI'YyT MOMEHTAIBHO HACTPOUTD 3aIUTY CETH OJHUM Ha)XaTUEM Ha MapIIPyTH3aTOpe
kHOTKM WPS, mociie yero aBToMaTniecku yCTaHABIUBAETCS COSIMHEHNE, 3AIUIIICHHOE PEKUMOM
muppoBanuss WPA2, koTopslii cauTaeTcst OoJiee HaJAeKHBIM 110 cpaBHeHUIo ¢ mudpoBanuM WEP. O1o He
TOJIBKO OBICTpee OOBIYHOM MPOIIEAYPhl HACTPONKH OE30MaCHOCTH, HO U OoJiee yno0HO, TaK Kak
TIOJTH30BATEIISIM JIaXKe HE MPHUIIETCSI 3aIOMUHATH TIapOJTh.

USB-anantep Wi-Fi TP-Link TL-WN822N

Monens TP-Link TL-WN822N xopor1iio crpapisitoTcs ¢ MOUCKOM citaboro curaana Wi-Fi, Tak kak umeet
JIBE MOIIIHBIX BCEHAIIPABJICHHBIX aHTEHHBI ¢ KA umnueHToM ycwienus 3 a1bu (3To 6omblie, ueM y
CTaHJapTHOTO HOyTOyKa). Amantep umeeT KHONKY QSS 11 ObICTpOI HACTPOUKH 3alTUIIIEHHOTO
0eCIIpPOBOHOTO COSAMHEHUS, @ TAK)KE CBETOMOIHBIN MHANKATOP akTUBHOCTH. DyHKIms QSS (Quick
Secure Setup) HeoOxommMa JTst OBICTPOM HACTPOMKH 3aIMIIEHHOTO OECITPOBOAHOTO COSAMHEHUS. JTa
dbyskuus spisercs aHaisoroM texaoiaorun WPS (Wi-Fi Protected Setup), Toipko Ha3sIBaeTCs O-IPYTOMY.
[Ipu BKIIOUEHHOM OECTIPOBOTHOM MOJYJIE€ HA MapUIPyTH3aTOPE YCTPOICTBA TYT ke 0OHAPYKUBAIOT APYT
JIpyra Y 3ampaiiuBaioT y MOoJIb30BaTelisl pa3penieHrue Ha coenuHenre. Bel Haxkumaere kHonoku QSS Ha
Mapuipytuzarope 1 USB-agantepe u TeM caMbIM HaCTPaWBaETe 3alIUIIEHHOE C UCTIOIb30BAaHUEM
anroputMmoB mudpoBanus WPA2 coennnenue. [1onp30BaTesnnto 0CTaHETCS JIMIIb 33/1aTh KEIAeMbIH Mapoiib
(puc. 24).

Puc. 24. USB-anantep Wi-Fi TP-Link TL-WN822N
XapakTepUCTUKH aJianrtepa:

» Crangapts! - [EEE 802.11b/g/n (300 M6wuT/c)



* [TopTs! - 1 x Mini-USB

» Yacrorusiii guana3on, [T - 2,4-2,4835

* AHTEHHBI - 2 X BHEILIHSA CKJIa/IHas BCEHANpaBlieHHas1, 3 n1bu
* besonacuocts - WEP, WPA/WPA2, WPA-PSK/WPA2-PSK
* Pesxxumel pabotel - Ad-Hoc/B undpactpykrype

* JlononuurenbHble GyHKIMU - noaaepkka Sony PSP, QSS

Jlabopatopnas pabora 7. UacTte3. Hactpoitka WI-FI agantepa TP-LINK

Bcerasnsem agantep B USB nopt I1K u ycranaBnmuBam npaiiBep agantepa (puc. 25).

Puc. 25. Haunnaem ycranoBky apaiiepa WI-FI agantepa

VYka3piBaeM MoJIeib ajanrtepa (puc. 26) 1 HaUMHAEM €ro HacTpouKy (puc. 27).

Puc. 26. BeiObupaem monens aganrepa

Puc. 27. Mactep HauMHaeT yCTaHOBKY JipaliBepa ajantepa

[Tocne ycTaHOBKM afanTep OOHAPYKUT OrKaiiue OeCpOBOIHBIC CETH, B TOM YHCIIE U HAIIl pOyTep
TP-Link (puc. 28).

Puc. 28. becnipoBoaHas cetb ¢ Toukoit foctyna TP-LINK obnapysxena

JU1 OAKITIIOYEHNS K CETU MBI JJOJDKHBI MIIM HaXkaTh Ha poytepe kHonky WPS (puc. 29) win Bectn,
HanucaHHbIN Ha poyTepe PIN-kon, y Hac 3to uncio 52035098 — puc. 30 u puc. 31.

Puc. 29. [Ipennioxkenne o HaCTpoiKe 0€30MACHOCTH CETH IyTeM Ha)kaTus Ha KHONKy WPS

Puc. 30. Otukerka poyrepa ¢ ero PIN konom
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Puc. 31. Oxuo BBoma PIN koxa

Pesynbrar — 6ecripoBosiHast ceTh HacTpoeHa (puc. 32).

Puc. 32. IIK x cetu UHTEepHET NOAKIIOUEH
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. Kakue aneMeHThI pactiofoXKEeHbBI Ha 3a/IHeH TaHeNId OECTIPOBOHOTO MapIIpyTH3aropa?

2. OnumuTe mporece MojayaBTOMaTHIeCKOro MOAKIIOYeHUs MapipyTu3aropa k Wi-Fi.
3. Onummre nporecc HacTporiku Ha paboty B UnTepHeT Wi-Fi B pydHom pexxume.

Tema 8. CepBep npuioxkenni. (OIIK-5)

Jlexknus.
Coznanue BupryanbHod MammHbl Ha [IK. Ilopkirouenune k cetu udepe3 mMocT. CereBasi OIepalMOHHAS
cucTeMa JJs BBIIOJHEHUS CEpBepHOW dYacTu OusHec-pemieHuid. HacTpoiiku cepBepa NpPUIOKEHUIM.
YcraHOBKA M HACTpOIKa KIMEHTCKUX MAllWH. YCTaHOBKA Ha cepBepe ciy:k0bl DNS. Ha3znauenue ceppepy
poimu DNS cepepa. Co3nanue 30H MpsIMOTO U OOpaTHOTO MPOCMOTpa. YCTAaHOBKAa Ha CEpBEPE CIIYKObBI
DHCP. ABropu3zanus cepsepa.

IIpakTH4eckoe 3aHATHE.
BrmonHeHne 3aganuii 1o TeMe, 3aITiCh JICKITAM.

JlaboparopHbie padoThbI.
Jlabopatopnas pabora 8. Uacts 1. Co3maem HOBBIN JOMEH
I{enb: 03HAKOMUTHCS € IPOLIECCOM CO3/IaHUS HOBOTO JOMEHA
3agaun: Co31aTh HOBBIM IOMEH C MOMOIIBIO «MacTepa HaCTpOWKHU CepBEpa»

Hwxe MBI onuiieM mociaenoBaTenbHOCTh ICUCTBUH I TOTO, 4TOOBI cepBep craenarb KoHTpoaepom
JlomeHna, T.e. 4ToOBI "MOAHATE" HA HEM cityx)0y ActiveDirectory.

Cepsep, Ha KOTOPOM pacroyiokeHa ciry>k6a Active Directory, Ha3pIBaeTCsl KOHTPOJLIEPOM JOMeHa. Active
Directory uMeeT uepapXxudecKkyro CTpyKTypy 0a3bl, cocTosmiei 3 00bekToB. OOBEKTHI pa3AeNsioTcs Ha TpU
OCHOBHBIE KaTE€rOpUH: pecypchl (HapuMep, MPUHTEPHI), CIIY>KObI (HaIpuMep, IEKTPOHHAs [10YTa) U
y4€THBIE 3amucu (TI0Ih30BaTeNe U KOMITbIOTEpoB). Active Directory mpenocrasiseT uHGOpMAIIo 00
00BbeKTax, NO3BOJIAET YIPABIATh OOBEKTAMHU U JOCTYIIOM K HUM.

Haxxumaewm Ilyck - YrpaBieHnue naHHbIM cepBepoM — puc. 1.

Puc. 1. OxHo YnpaBiieHre JaHHBIM CEpBEPOM

Haxxumaewm J106aBUTh WK yIaauTh POJb, YCTAHABIMBAEM TIEPEKITIOYATeNb B onokeHne Ocobast
KOH(UTYpanus — puc. 2
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Puc. 2. Ilepekmtouarens B nonoxeHnnn Ocobdast KoHUTrypamus

W3 cnircka gocTynHbIX podjeid BeioupaeM "Konrpomnep nomena" (ActiveDirectory) — puc.3.

Puc. 3. Boibupaem posib Ai1st cepBepa U3 CIHcKa

Jl06aBUTH KOHTPOJUIEP IOMEHA B CYLIECTBYIOIIEM JTOMEHE MBIl HE MOXKEM, TaK KaK y Hac HET JOMEHOB.
[TosTomy, 75 co3aanHust JOMEHa, BBIOMpaeM nepekitouaresb KonTposiep JoMeHa B HOBOM JJOMEHE — PHC.
4.

Puc. 4. YcranaBnuBaem nepekitouaresib KoHTposuiep 1oMeHa B HOBOM JJOMEHE

Hanee 3aneicTByeM nepekitoyaresib HoBblil JOMEH B HOBOM JIeCy- pHC. 5. UTO Takoe JOMEH U JIEC MBI
MIOSICHUM B KOHIIE 3TOH JICKLUU.

Puc. 5. Bximrouaem onmuto HoBblil JOMEH B HOBOM JieCy

Ha cnenyromem mare numem nosHoe DNS-umst HoBoro momena. Jlomensl Buaa domaine.com win
domain.ru UMEIOT BHEIIIHEE MPOCTPAHCTBO UMEH, OIMyOIuKkoBaHHBIX B UHTepHET. Ha Takoil cepBep MOXKHO
3aiiTi u3 lHTepHET. MBI %Ke BhIOepeM BHYTPEHHEE MPOCTPAHCTBO UMEH, YTOOBI U3 MIHTEpHET n1ocTyma He
ObL10, ¥ Ha30BeM uMs goMeHa, Harpumep, DOMAIN.LAN - puc. 6. Tak MbI OBBIIIIaeM 0€30MaCHOCTh
HaIiei cuctemsl. B 3ToM citydae yepes TOUKy MO>KHO MHCaTh YTO YTOAHO.

Puc. 6. Beogum noimaoe DNS-uMs 1711 HOBOro 1oMeEHa

Jlanee npou3BOAUM HECKOJIBKO IIAar0B ¢ HACTPOMKAMMU 110 YMOJIYaHUIO. B cienyromem OKHE yCTaHOBUM
HWDKHHMM NTepeKIouaTesib, Nockoiibky 0 DNS MbI moroBopum nosuasee (puc. 7).

Puc. 7. [lnarnoctuka u peructpauus DNS

Janee BeiOupaem Pazpemenus, coBmectumbie Toibko ¢ Windows 2000 i WindowsServer 2003 — puc. 8.

Puc. 8. Beibupaem pazpemenus

Teneps BBOAMM Mapoiib aAIMUHUCTPATOPA B PEKUME BOCCTAHOBJICHHUSI, HAIPUMEP, TOT XK€, YTO ObLT PU
BXojIe B cuctemy - 123456, (puc. 9). [loHATHO, YTO MPOCTOM WM ITyCTON MAPOJIb JOIMYCTUMBI TOJIBKO B
YUYEOHBIX IIEIISIX.
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Puc. 9. 3agaem naposnp pexxuma BOCCTaHOBJICHHUS

Janee »xaeM, oka npousoiiier Hactpoiika ActiveDicertory (AkTuBHBIN Katasor) - puc. 10. Ha atom stamne
MOXET OHAI00UTHCS YCTAaHOBOYHBIHN TUCK SP2.

Puc. 10. Unet xordurypuposanne ActiveDicertory

Jlanee MacTtep yCHEeNnIHO 3aBEPIIAT CBOIO padOTy CICAYIONTUM OKHOM (puc. 11).

Puc. 11. AD ycranoBnena

Pabota mouTn 3akoH4eHa: nis qoMmeHa (domain.lan) active directory ycranosneHa, a HacTpoiky DNS mis
ATOTO JOMEHA MBI CIETIaeM MO3KE.

IIpumeyanue

Hactpouts DNS-cepBep o3HauaeT nmpuss3arh joMeHHoe uMs domain.lan k IP agpecy xomnbrorepa, Ha
KOTOPOM HaxOAMTCs Balll CEPBEP.

[Tocne mepe3arpy3ku Mbl YBHJIUM, YTO OKHO BXO/a B CUCTEMY U3MEHUIIOCH (puc.12).

Puc. 12. B okHe BXo/1a B cCUCTEMY IOSIBIJIACH CTPOKA BXOJ1a B JIOMEH

JHanee yBuaum creayroiiee coodmenue (puc. 13).

Puc. 13. Hacrpoiika ponu cepepa KoHtposuiep 1oMmeHa 3aBepiieHa

CMOTpuM, 4TO U3MEHUIIOCH

Beimonaum [lyck-Bee nporpammpi-A nMuHUCTpUpOBaHKE. BBl yBHINTE, UTO y HAC IOSBHIIOCH MSATh HOBBIX
ciyx0 (puc. 14).

Puc. 14. KpacHpIM OTMEUEHBI HOBBIE CITY>KOBI

BoiineM B ciy>x0b1 KOMITIOHEHTOB M YBUIUM TaM Haill AoMeH ( puc. 15). JIoMeHHOe UMs 3/1eCh MOXKHO OBLITO
co31aTh 1o uMeHM Bamen opranuzamnuu, Hampumep, NOVGU.LAN nnmn GORGAZ.LAN.
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Puc. 15. B AD msu1 BunuMm domain.lan

[Toka B 1oMeHE HET KOMIIBIOTEPOB, HO €CTh MOJIB30BaTENH. [[BaX/Ibl IIEIKHYB HAa YUYETHYIO 3aIIUCh
AJIMUHHUCTPATOP MBI MOXKEM 3aJ1aTh XapaKTEPUCTUKH JIAHHOTO ToJIb30Bares (puc. 16).

Puc. 16. OxHO cBOMCTB 3anucu A IMUHUCTPATOP

Takum o6pa3zom, HoMep TenedoHa aAMUHUCTPATOPA CETH WIIM €T0 OUTY MOYKHO, 3aT€M HaWTH U3 KHOIIKU
[Tyck-Ilouck-Zpyrue napameTpsl noucka-IlpunTepsl, KomnbroTeps! wiu onei (puc. 17). IlogobHbM
o0pa3om 3aBoauTCs MH(OpPMAIIHS HE TOJIBKO Ha aIMUHUCTPATOPa, HO M Ha JIPyTUX nois3oBareneit AD.

Puc. 17. OxHo noucka mtozaeit B AD

JIOTOMHUTENBHBIA MaTepHal — MOACHSIEM TEPMUHBI TIO TEME
Huke MbI OsSICHUM HECKOJIBKO HOBBIX TEPMUHOB I10 TEME JICKIUH.
JlomeH, nepeBo JOMEHOB, JIEC U AP.

B cetu Knuent-CepBep KOMIBIOTEPHI MOTYT OOBETUHSTHCS B JIOTHYECKHE €AMHUIIbI, Ha3bIBACMbIC
JIoMeHaMu. B onHOpaHroBoii ceTu aHajaoroMm JoMeHa sBisieTcs: pabodas rpymnmna. MHOXXeCTBO JOMEHOB
00pasyeT CTPYKTypy, IOXOXKYIO Ha JepeBo. KaxkIplii JOMEH ynpaBisieTcsi KOHTPOJLIEPOM JOMEHA.
KomnbroTep MOXKET BXOAUTH B COCTaB TOJBKO OAHOTO JOMEHA, a JIOMEHOB MOXET OBITh HECKOJIbKO. [Ipu
00beAMHEHUH JOMEHOB B JIeC UX KOH(UTYpaLus CTAHOBUTCS OJMHAKOBOM (puc. 18).

Puc. 18. [Ipumep 1no aHayioruu U3 Halen KU3HU, JAIOMIUN IPEICTaBICHUE O JECE IOMEHOB
Active Directory (AD-AKTHBHBIIKATaIOT)

AD — cipaBoYHHUK 0 BCeX 00BEKTaxX CETH (IOIB30BATEINSIX, UX MApoIIsIX etc). ITo 0a3a TaHHBIX, CoAepIKaIias
nH(GOPMAIUIO O pecypcax, CIyk0ax U y4eTHBIX 3anucsX. JJig mpoCcTOThl MOHUMAaHUS, Bbl MOXKETE
MIPEACTaBUTh ceOe Tee)OHHBIN CITPAaBOYHUK, COACPIKAITII HH(HOPMAIIHMIO O JIIOASMX, UX TelepoHax 1
aapecax. Ha puc. 19 noka3zano kak ObLIO B JTIOKAJIBHOMW CETH JI0 UCIIOJIb30BaHMs cepBepa u ActiveDirectory
(AKTUBHBIN KaTaJoT), M KaK CTAJIO TIOCIIE.

a) Cutyauus B cetu “Jl0” cozganust AD
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Puc. 19. b) Cutyanus B cetu “Ilocne” cozmanus AD

Kak BunnuMm u3 pucyHka, "Jlo" — yueTHsle 3a1ncu Noab30BaTeNs U UX PECYPChl XPAaHWIUCH Ha JIOKAJIbHBIX
I1K. "TTocne" — na cepepe. Takum 06pa3zoM, 0HO U3 JOCTOMHCTB AD 3aKimiodaercsi B TOM, 4TO €
MOSIBJICHHE KOHTPOJUIEpa JOMEHA yUeTHBIE 3aMncH XpaHsaTcs He Ha JokanbHbIX [1K, a Ha cepsepe. [loaTomy,
npu nosnomke oxHoro u3 1K monp3oBarens MOXKeT aBTOPU30BATHCS Ha J1I000M U3 JIokabHbIX [IK 1
paboTaTh, UCTIONB3YsI peCypchl cepBepa.

3amanue 1. Ckonbko B aecy (puc. 20) nepeBbeB U JOMEHOB?

Puc. 20. [Ipumep neca 10MEHOB

B kauecTBe npumepa-nocka3ku Ha puc. 21 mokasas jiec U3 ABYX JE€PEBbEB:

Puc. 21. Onun nec, KOTOpbIN COAECPKUT JIBa AEPEBA JOMEHOB

Jlaboparopnas pabota 8. UacTs 2. Bei6op st cepsepa ponu DNS cepBepa

DNS (Domain Name System — cucteMa JOMEHHBIX HMEH) — KOMITBIOTEPHASI CHCTEMA JIJISl TTOJTyICHHS
[P-agpeca mo uMeHn XocTa U 0OpaTHO.

Haznaunm Hamemy cepsepy poiab DNS cepsepa ( puc. 1).

Puc. 1. Macrep nactpoiiku cepepa-DNS cepsep

Jlanee mosiBUTHCS MpeITIOKEHUE U3MEHUTh TuHaMuueckuid [P anpec Ha cratuueckuii (puc. 2).

Puc. 2. 3agaem cepsepy crarnueckuii [P agpec

Hanee nosiutcst Mactep nHactpoiiku DNS cepsepa (puc. 3).

Puc. 3. Oxno Macrep Hactpoiiku DNS cepsepa

[TockonbKy ceTh y Hac HeOObIIasA, TO YCTAHOBUM BEPXHUH Mepexitodarens (puc. 4).
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Puc. 4. Cozganue 30HbI IPSIMOTO IPOCMOTpPA

30Hy MPSIMOTO MPOCMOTPA HA30BEM TakK ke, kKak u JoMeH — domain.110. [anee ucxogum u3 Toro, 410 y HaC
TosnbKo ol DNS cepep, Ooblie mepechuiaTh 3anpockl HeKoMy (puc. 5).

Puc. 5. AkTuBUpYyeM HM>KHUH TTEPEKITIOYaTellb

Hacrpoiika cepBepa 3aBepiieHa (puc. 6).

Puc. 6. Cepsep nonyuus posbs DNS cepsepa

Brimonuus komangy, [Tyck-Bce mporpaMMbi-A IMUHUCTPUPOBAHUE MBI YBUIUM, YTO MOSIBUIIACH HOBAs
ocHacTtka (puc. 7).

Puc. 7. Ha pucyHke HOBasi OCHaCTKa OTMEYEHA KPACHBIM

OTtkpoewm ee (puc. 8). 31ech B 30HE IPSIMOI0 IPOCMOTPa Bbl MOYKETE YBUJETh COOTBETCTBUE UMEHU CEpBEpa
srv-2003 ero IP agpecy 192.168.0.1.

Puc. 8. Ha pucyHke oTKpbITa 30Ha IpsIMOrO IIpOCMOTpa

Co3pmanue 30HBI 0OPAaTHOTO MMPOCMOTpPA

[IlenkaUTE Ha CTPOUKY 30HA OOPATHOTO MPOCMOTpPaA U BeIOEpHUTE KoMaHay Co3/1aTh HOBYIO 30HY (pHC. 9).

Puc. 9. OxHo MacTepa co3aaHusi HOBOW 30HBI

Jlanee ycTaHaBiIMBaeM BEPXHUH MepeKiIodaresip - puc. 10.

Puc. 10. YcTanaBnuBaeM nepexatoyaTesb
OcHoBHas 30Ha

IIpumeyanue
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OcHoBHas 30Ha yCTaHABIIMBAETCSI HA OCHOBHOM cepBep (OHA - I1aBHas ), JlonomHuTeIbHAs 30HA
HeoOXonuMa JUIs pe3epBUPOBaHMS U pa3rpy3Ku OCHOBHOTO cepBepa. Eciu 3arpyska nepsoro DNS cepsepa
BeJIMKA (M OH OTKJIIOYMJICS ), TO YACTh 3alPOCOB MOJKHO OTIIPABUTH Ha BTOPOH, ainbrepHaTHBHBIN DNS 1
OTKa30yCTOMUMBOCTh CHCTEMBI NOBbIaercs (puc. 11). 3ona - 3armymka cogepxut IP anpec cepsepa,
KOTOPBIH MOXKET 00CTYKUTB 3ampoc.

Puc. 11. ITpumep ucnonszoBanus ansrepHatuBHoro DNS cepsepa

Hama cets 192.168.0.1 otHOCUTC K Kiaccy ceteit C, moatomy 3HadeHue 192.168.0 Mbl MEHSATH HE MOXKEM -
31O U ecTh Kox cetu (ID) — puc. 12.

Puc. 12. 3amaem ko1 cetu

3oHa oOparHOTO MpocMoTpa co3aana. [locie mogkmrouenus nepsoro 1K 3neck nosiButcs coorercTrue [P
anpeca I1IK ero umenu.

3anucu pecypcoB DNS

Bces DNS cocrout u3 3tux RR 3anucei, mo KOTOphIM MOJIb30BATENb MOXKET UCKATh PECYPChI B CETH.
3amycTtum KoHCOJb yrpasineruss DNS u 3aifnem B 30HY npsiMoro npocmotpa (puc. 13).

Puc. 13. 3onb! npsiMoro npocmotpa

BrimomHuM BOIHOI 1Iem40K Ha cTpouke HauansHas 3anuck 30861 (puc. 14). B nanHOM OKHE Hanbosee
unTepecHbll napameTp Cpok xkus3Hu (TTL). ITpennonoxum, uto komnetorep ¢ umeHeM 11K-1 u IP agpecom
192.168.0.1 xouet coenunuthcs ¢ uMeHeM I1K-2 u IP agpecom 192.168.0.2. On Bbimaer 3ampoc Ha DNS
cepBep U TOT coolIIaet, 4to ¢ kommbioTep ¢ nmeneM [1K-2 umeer IP agpec 192.168.0.2. Ota 3anuch
Katmpyeres (momeniaercs B mamsath) Ha Cpok xku3Hu (TTL). [TomoOHbII moaXoa K 3ampocamM CHIKAET
Harpy3ky Ha DNS cepsep.

Puc. 14. Bxnagka HauanpHas 3ammich 30HBL

Teneps BbINIOTHUM ABONHHOM 1IemuoK Ha cTpouke Cepsep umeH (puc. 15). Y Hac DNS cepsep oaus,
MO3TOMY 3aIuCh 371ech ogHa. Ho, 31ech 3amuceii MoxXeT OBITh CTOBKO, CKOJIBKO uMeeTcss DNS cepBepos.

Puc. 15. Bknagka CepBepbl UMEH

BrimonanM 1BOMHOM IIETUOK HA cTpouke Y3en A (puc. 16). DTa 3anuch yCTaHABIMBACT MPSIMOE
cootBercTBUE Mex 1y uMeHeM [1K u ero IP agpecom.
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Puc. 16. Bxnagka Yzex A

Teneps u3yurm 3amucu 30HbI 00paTHOTO MpocMotpa. [Tocne nepesarpysku [1K 31ech Oyaet Tpu 3anmucu
(puc. 17).

Puc. 17. 3anucu 30861 00paTHOTO IPOCMOTpPaA

JIBOMHBIM IIeTYKOM MBbIIH 3aiiaem B Ykazarenb (PTR) — puc. 18. Kak BuguM, uMeHHO 371€Ch 3a/1aeTCst
obparHoe cootBeTcTBUE IP anpeca u numenn I1K.

Puc.18. Bxknaaka Ykazarens (PTR)
[TpoBepka pabOTHI 30H MPSIMOTO U OOPATHOTO MPOCMOTpa

Jlasiee BbI30BEM KOMAHIHYIO CTPOKY U IPOIMHIYeM Haill cepsep (puc. 19). Buaum, uto 30Ha npsMoro
npocMmoTpa padoraeT HopmasbHO U MMeHH SRV-2003 craButcs B cootBercTBUe [P anpec 192.168.0.1.

Puc. 19. Okno Komananast crpoka

Ecam nponmuaTroBathk He uMs, a [P anpec u ucnonb3oBarh Kirod "-a", TO yBUAMM, YTO 30Ha OOPATHOTO
MpOCMOTpa Takxe padoraet xopoio (puc. 20). OOMeH TaHHBIMU UAET HOPMAIBHO.

Puc. 20. 3ona obparHOTO MPOCMOTpa pabOTAET XOPOIIO

JlaGoparopnas pabora 8. Hacts 3. Ycranoska DHCP cepsepa

Jlnist Toro, 4To0BI JOOABUTH KOMIIBIOTEP B IOMEH, HEOOXOIMMO JJIsi HEeTo Bpy4HYIo npomucars [P-aapec,
MAacKy, OCHOBHOH IIIJT03, IPEAIIOYTUTENBHBIN U anbTepHATUBHBIN agpeca DNS. D10 HeclioxHO, eciiu B CETH
MaJio KOMITBIOTEPOB, a eciu uX coTHH, To noTpedyercs DHCP (DynamicHostConfigurationProtocol —
MIPOTOKOJI AMHAMHUYECKON KOH(UTYPALIUU XOCTa), KOTOPbIi, Ha3HayuT [P X0CTy aBTOMaTn4eck.

Boiinem B YripaBnenue cepepoM, HaxxMeM Ha KHOTIKY Jl00aBUTh WM yIaduTh pOJib U B OKHE MacTtep
HacTpoiiku cepBepa BeioepeM ctpouky DHCP cepsep (puc. 1), a 3arem 3anoaaum okHO Mmst obiacTu (puc.
2).

Puc. 1. 3agaem cepsepy posis DHCP cepsepa
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Puc. 2. 3amaeM uMs 1 omucaHue 00JIacTH JUISL CETH

B cnenyromem okne numiem auanaszox I[P agpecos Haieli cetu, To €CTh, 3aaAUM aAuana3oH B 90 aapecos,
U3 ATOTO Auana3zoHa OyayT HazHauatbes [P ams Hammx kimentekux [1K (puc. 3).

Puc. 3. 3agaem nuanazon IP agpecoB juis Hamen cetn

Haxxumaem [lanee B okne VckimroueHnss MOXKHO yKa3aTh IMANa3oH TEX aJipecoB, 001acTH u3 KOTOphIxX [P
BBIOMpATh HeMb3s. JlaBaiiTe B yueOHBIX 1essiX B HameM auanaszone 10-100 uckmrouum agpeca ¢ 55 mo 65 u
Ha)XxMeM Ha KHomKy [lo6aBuTh (puc. 4).

Puc. 4. 3agaem nckimouaemsie I[P agpeca

Ha cnenyromem mare 3agaem Cpok IEeWCTBHS apeH b aapeca (repuos pesepBupoBanus IP anpeca) — puc. 5.
3nech nudpa HENMPUHIMIIMAIBHA, IOCTABBTE €€ M0 BallleMy JKEJIaHUIO UJIM OCTAaBbTE 3HAYEHUE 110
YMOJTYaHHUIO.

Puc. 5. Beibupaem nepuon pesepBupoBanus IP agpeca

Jlanee mpomyCcTHM HECKOJIBKO OKOH C HACTPOWKaMH 110 YMOJTYaHUIO0, a B OkHe MapmipyTtuzarop go6aBum [P
ajZipec Halero cepsepa KHomnkoi Jlo6aBuTs — puc. 6.">

Puc. 6. 3amaem IP myis mapmipytusaropa st Hameit oonactu [P angpecos

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. YcranoBka Ha Buptyanbhbiii [IK OC Windows 2003 Server. [IpenBapuTenbHbie HACTPOHKH cepBepa
npuiokeHui. YcranoBka cpeacts WmwareTools. YcTraHoBka 1 HacTpoiika KIueHTCKuX MamuH. Co3nanue
CHUMKOB COCTOSIHUSI BUPTYaJIbHBIX MallIHH.

2. YcraHoBKka Ha cepBepe ciy)O0bl ActiveDirectory. Jlemaem cepBep koHTposuiepom nomeHa. Coznanue
JTaHHBIX aIMUHUCTpPATOPA.

3. YcranoBka Ha cepBepe ciyx0b1 DNS. Haznauenue cepsepy ponu DNS cepsepa. CozgaHue 30H IpsMOro
u obparHoro npocmotpa. ITunr cepepa no ero umenu u [P-anpecy. [IpoBepka paboThI 30H.

4. YcranoBka Ha cepBepe ciyx0s1 DHCP. ABTopuzamus cepsepa. lunamuueckoe nomydenne [P-agpeca.

Tema 9. Anmunucrpuponanue cetu. (OIIK-5)



Jlexkuns.

[TonsiTne agMUHHCTpUPOBaHUA. 3aJa4d aIMUHUCTPATOpPA CETH. YCTAaHOBKA M HacTpolka cetu. [lonnepxka
e€ nanpHelme padbotocmocooHocTu. MonutopuHr. [InaHupoBanre cUCTEMBI. YCTaHOBKA M KOHPUTYpaIus
anmapaTHBIX  YCTPOMCTB. YCTaHOBKA TNPOrpaMMHOTO oOecrieueHus. ApxuBHpoBaHHE (pe3epBHOE
konupoBanue) uHpopmanuu. Co3aHue M yrpaBlieHUE MOJIb30BaTEISIMU. YCTAaHOBKA M KOHTPOJIb 3aILUTHI.
['pynnioBast monuTuka.

IIpakTn4yeckoe 3aHsATHE.
BrimonHenue 3ajjanuii 1o Teme, 3anuch JEKIUH.
JlaGopaTopHbie padoThbI.

JlaGoparopnas pabota 9. Hacts 1.M3menenue rpynmnosoit monutuku (I'TI) s onnoro nmonb3oBarens (He
aIMMHHCTPATOpa)

[enb: UI3MEHUTDH IPYNIOBYIO MOJIUTUKY AJIE OJJHOTO MOJIb30BaTessi(He aIMUHUCTPATOpa)
3amaun:

* Co3nath MOJIUTUKY

* OtMenuTs «lIpuMeHeHne rpynmnoBoil MOJTUTUKWY ISl BCEX MOJIb30BaTEIEH

* 3anpeTuTh BeINoaHeHne mporpammbl WindowsMovieMaker

Namenum I'TI st monmb3oBarens qomena B.I1. Illymckuii, a mMeHHO, 3alIpeTHM €My B pabodee Bpemst
3aHUMAaThCS BUIACOMOHTaKOM B mporpamme Windows MovieMaker. CHauana co31aguM MOJIUTUKY TSI HETO
kHomnkoi Co3nats (puc. 1).

Puc. 1. B nannom okHe HaxkmeM Ha KHOTNIKY Co31aTh

Jlanee HeoOX0AUMO, YTOOBI CO3IaHHASI HAMH MTOJTUTHKA HE MPUMEHSIIACh KO BCEM IOJIb30BaTEISIM. J{71st
ATOTO BBIIEISIEM TOJIH30BaTENsl, HAKMMaeM KHOMKY CBOMCTBA W TIEPEXOIMM Ha BKIIAAKy bezomacHoCTh, T1e
youpaem ¢raxok [IpumeHeHne rpynmnoBoi MOJMTHUKY JJI BCEX ToJib3oBarenel (puc. 2).

Puc. 2. Beinenennsriit gutaskox HeoO6xonumo yoparh

Tenepb B 3TOM k€ OKHE HOKMUTE Ha KHOTIKY Jl00aBuTh, HaiinuTe u 100aBbTe Mosb3oBaresns (puc. 3). Jus
[IIyMCKOTO HY>KHO pa3peliuTh MIPUMEHEHUE TPYIITIOBOM MOTUTUKH.

Puc. 3. B.IL. Illymckuii no6GaBiieH u kK HeMy OyleT IpUMEHEHa TPyIIoBasi MOJINTHKA

Kwmewm Ilpumenuts, a 3arem M3menuts (puc. 4).

Puc. 4. B xomnoreHTax Windows Haxoqum WindowsMovieMaker
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Jlanee akTUBHUpYEM IMEepEKIIIoUaTelb 3apeTUTh BhIMoIHeHUE porpammbl WindowsMovieMaker — puc. 5.

Puc. 5. AkTuBUpyeM cpeHUI NEePEeKITIoYaTeNhb

Teneps 3aiiem B KIIMEHTA MO y9eTHOU 3amuchio BukTopa [llymckoro (puc. 6).

Puc. 6. BxoguMm B 1oMeH

[Tpu mompITKe 3amycTuTh nMporpamMmmy MovieMaker nonmydaem cremyroriee cooodmenue (puc. 7).

Puc. 7. I'pynnoBast monutuka padboTtaet

Hama niens nocturnyta. [lonpoOyiiTe 3aiiTH B JOMEH MO IPYTUM TOJIb30BAaTENIEM U BBl YBUJHUTE, YTO
nporpamma MovieMaker ycnemmHo paboTaer.

Jlabopatopnas pabora 9. Uacts 2. Co3nanue rpyImnoBOil MOTUTUKH 71l TPYTIIBI TTOJIb30BaTeIeH

BcnomuanM, uTo panee Mbl co31aiy Tpynimy mnonb3oBareneid Admin (puc. 8).

Puc. 8. B AD umeercs rpynmna nosis3oBateneit Admin

Tenepp u1st 3TOM rpyNIIbI MOJB30BATENEH MBI CO3/IaIUM IPYNIOBYIO MOJUTHUKY. JlemaeTcs 3To Tak ke, Kak
JUISl OTZIeJIbHOTO moJib3oBatens. [llenkaeM Ha HazBaHuuU qoMeHa B AD npaBoil KHONIKOW MBI, BBITOTHSIEM
komanay CoiictBa-I'pynmosas nonutuka-Co3nats (puc. 9).

Puc. 9. Co3zgaem noauTuKy rpynimsl moib3oBareneid Admin

Brmonasiem xomany CBorictBa-bezonacHocTs u Be3ne youpaeMm diaxok [IpuMenenue rpynmnoBoi
nosmtuky (puc. 10).

Puc. 10. B nanHOM OKHe clieyeT AJisl BCeX TpyIIl U Moib3oBareseit youpars ¢riaxok [Ipumenenue
IPYyIIIOBOM MOJUTUKH

B sToMm xe okHe HaxkuMaeM Ha KHOTKYy J[o6aBuTh 1 kHOmKoM [lonck HaxomuMm rpymnmna Admin (puc. 11).
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Puc. 11. 3xecr Haxxumaem OK

Jnst rpynmsl Admin akTUBHpYeM (I1akOK MPUMEHEHUS TPYIIIOBOM NOIUTUKH (puc. 12).

Puc. 12. Admin aktuBupyem ¢axok IPUMEHEHUS TPyIIIOBON NOJIUTUKA

Ecnu teneps BoiiTu B rpynmy Admin, TO yBUIMM, 4TO MTOKA B HEHM OUH WIEH, I KOTOPOro OyneT
IPUMEHEHa TPYIINOoBas NOJIUTUKA 3ToM rpymibl. Ho kHomkoii J[06aBUTE MBI MOXKEM J100aBUTH CIOAA APYTHX
M0JIb30BaTeNeH, 1 aBTOMAaTUYECKHU TPYIIOBas MOJIMTHKA TakxKe OyJeT MpuMeHeHa u K HuM (puc. 13).

Puc. 13. OxHo cBoiicTB rpynmnsl Admin
IIpumeyanue

Ecnu rpynnoBbIX NOJUTHK HECKOIBKO, TO OHU IPUMEHSIOTCS K MOJIb30BaTelsiM Bee. OqHaKo
IIPUOPUTETHBIM SIBJIIETCS BEPXHUN YpOBEHD (puc. 14).

Puc. 14. YpoBHU npuopuTeTa rpynnoBbIX MOJUTUK

DTO 03HAYAET, YTO €CJIU B MOJIUTHUKE 3 YPOBHS HAIMCAHO 3alpPETUTh UCIIONIb30BaTh MovieMaker, a B
MOJINTUKE | ypOBHS HANMMCAHO pa3pelinTh UCIoIb30BaTh MovieMaker, To ucnons3oBanne MovieMaker
Oynet pazpemeno. OaHAKO MTPUOPUTETHI YPOBHEH MOKHO M3MEHHUTH KHOTKOU [Tapamerpsl. Jpyrumu
CJIOBaMHU, €CJIM MBI HaXMeM Ha KHOTKY [lapameTpsl u akTuBUpyeM (prakoxk He nepekpriBaTh, TO MOIUTHUKA
10 YMOJTYAHUIO TIEPBOTO YPOBHsI OyleT n3MEHEHa MOJMTHUKOM 3 ypOBHSI M HCTIOIb30BaHue MovieMaker
Oynet 3amperieHo (puc. 15).

Puc. 15. Okno ITapamerpsl cBsi3u

KoHn¢urypupoBanue rpynoBbIX MOTUTUK I KOMIIBIOTEPOB

Korzaa mbl coznaem rpynmnoByto MOJMUTHKY JJIsl TOJIb30BaTeNsl — oHa pumensiercs ais Beex K, Bxomsmmx B
nomeH. [Ipu co3ganum rpynmnoBoi MOJUTUKY JJI1 KOMIIBIOTEPOB Mbl MOXKEM 3aIIPETUTH PAJTY MOJIb30BaTENCH
BXOAUTH B KoMIboTep. Co34aIMM HOBYIO IPYIIIOBYIO MOJIUTHKY (puc. 16).

Puc. 16. Co3zmagum ITomutuka mst 11K PC-1



[IenxuneM mplkoi Ha crpouke [lomuTuka nus IIK PC-1 nBaxab! u fjanee pacKpoeM IyHKTbI
Kongurypanus Windows-ITapamerps 6e3onacnoctu (puc. 17).

Puc. 17. OxHo Penaktop 0ObEKTOB IpyIIIOBOM MOJUTHKH

JNanee nimem Ha3nadenue npas nosb3oBaresns-JIokaibHbINA BXO B cUcTeMy (puc. 18).

Puc. 18. Nmem 3anuch JIOKaJIbHBIN BXOA B CUCTEMY

Jlanee aktuBupyem (priaxkxok, moka3zaHHbIN Ha puc. 19.

Puc. 19. Oxno CpoiicTBa: JIokanbHbI BXOA B CUCTEMY

Knomnkoii Jlo6aBUTH MOIB30BaTEINSI B TPYIITY 3a/1a€M IOJIH30BaTENICH, KOTOPHIM MOKHO 3ax0auTh B PC-1
(puc. 20).

Puc. 20. Mb1 onpeaenuiu Tex, KTo MOKeT BXoauTh B PC-1

B PC-1 00s13aTenpHO JOIKHBI 3aX0AUTh aIMUHUCTPATOPBI, TAKKE MBI Pa3pEIIINA BXO] ITOJIb30BATEIIO
KonnpareeBa M.B. OcranbHble, qaxke 3Has IpaBWIbHBIN Mapoisb, B 3ToT I1K He BoiinyT. B okHe Ha puc. 21
MBI MOXKEM yKa3aTb, Uil kakux [1K 1aHHy0 rpynnoByro NOJUTHKY MOKHO IPUMEHSTh.

Puc. 21. Boigensem crpouxy IHomutuka mis 11K PC-1

Brimonnsiem komansl CBoiicTBa-be3onacHocTs 1 youpaem rangouky [Ipumenenue rpynmnoBoi NOMUTUKA

(puc. 22).

Puc. 22. Youpaem ranouxy [IpuMeHeHue rpyninoBoi MOJTUTHKI

Haxxumaem [Ipumennts, 3arem — JlobaBuTh. [lanee HaxkumaeMm Ha KHONIKY Tum oObekTa U cTaBUM (pr1axkok
Kommnsrorepsr (puc. 23).

Puc. 23. AxtuBupyem ¢praxxok Kommnbrorepst

Teneps kHomkoii [Tonck MOXHO HAWTH KOMITBIOTEPHI U3 AD U 3a1aTh 11 HUX CKOH(UTYPUPOBAHHYIO HAMU
IpyNIIOBYIO MOJUTUKY (puc. 24).
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Puc. 24. Haxonum PC-1

Kmem OK u ycranaBnuBaem ¢iaxkok (puc. 25).

Puc. 25. AxktuBupyem st PC-1 ¢uaxkok [IpumeHnenne rpynmnoBoi MOTUTHKA
[Tepezarpysute [IK 1 npoBepbTe pe3ysbTaT HAIMX HACTPOEK IPYNIIOBOM MOJUTUKH CAMOCTOSITEBHO.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

1. PenaktipoBaHue rpynnoBoii MOJUTUKU Ha cepBepe TaK, YTOObI 3TH U3MEHEHHS TPUMEHHUIIUCH cpa3y BCex
KJIUEHTOB.

2. PenaktupoBaHue TpyNIoOBOH MOJUTHKH HA CEPBEPE TaK, YTOOBI OHA KOCHYJIACh TOJIBKO OTHOTO
(KOHKPETHOTO) TIOJIb30BaTEIIsI.

Tema 10. Tunbl BUPTYaJbHBIX YACTHBIX CETeH.
(OIIK-5)
Jlekumus.

[Toctpoenue u Hactpoiika VPN cetu. Cetu VPN ynanénnoro noctyna.SSL VPN. GRE uepe3 IPSec.
Juunamuueckass MmuorotodeuHas VPN-cets (DMVPN). Hnatepdeiic BuptyanmbHbix TyHHened [Psec.
Nuxkancymsmus npotokona IPSec. bezonacHerit ooMen kirouamu ¢ uddu-Xemmmanom

IIpakTH4eckoe 3aHATHE.

BrmonHeHne 3amanHuii o0 TeMe, 3aITNCh JICKITAM.
JlabopaTropHbie padoThbI.

Jlaboparopnas pabora 10. Co3znanue VPN cetn Ha Hamachi

[ens: co3marh KOMIBIOTEPHYIO ceTh, ncnonb3ys [1O Hamachi
3amaun:

* YCTaHOBUTDH U HACTPOUTH BUPTYAIbHYIO CETh

* HactpouTts ceteByto urpy «llankm»

VPN (anrn. Virtual PrivateNetwork — BupTyanpHas 4acTHasi C€Th) — 0000IMEHHOE HA3BaHUE TEXHOJIOTHH,
MO3BOJIAIONINX 00€CTIEYNTh OTHO MJIM HECKOJIBKO CETEBBIX COCUHEHHM (JIOTHUECKYIO CETh) MOBEPX CETH
HNHuTtepHet. B 3aBUCHMOCTH OT MPUMEHSIEMBIX TTPOTOKOJIOB M HazHaueHusi, VPN mMoxeT oGecrieunBaTh
COEIMHEHUS TPEX BUJIOB: y3€II-y3€ell, y3€I-CETh U CETh-CETh.

Hcnonb3ys nporpammuoe obecrnieuenne Hamachi MoxxHO co31aBaTh KOMIBIOTEPHYIO CETh, KOTOpast OyaeT
XOpOIIIO 3aluIeHa. BaxkHo OTMeTUTh, 4TO ceTh OyzeT co3nana ¢ nomolinbsto MuaTtepHera. B urore Oynet
CO3J1aBaThCs BIEYATICHHE, YTO KOMITBIOTEPBI COCTUHSIOT OJHA (hu3ndeckas JokaabHas ceTb. VPN cetb
UMeeT MPAaKTUYECKH BCE BO3MOKHOCTH OOBIYHOM JIOKAJIbHOW CETH, BKJIIOUYAs MPEIOCTABICHUE O0IIETo
J0CTYyTIA K TIPOTpaMMam, a TaKkke MOKHO OTTIPABIISATH TEKCTOBBIE COOOIICHUS U UT'PATh B CETEBBIC UTPHI,
nanpumep Counter Strike.
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YcTaHOBKA U HACTPOMKA BUPTYaJIbHON CETH

Ycranosute u 3amyctute Hamachi (puc. 1).

Puc. 1. [1epBsiii 3ammyck mporpaMmsl

Haxxumaem Ha kHOTIKY BRitouuTs (puc. 2).

Puc. 2. OkHO perucTpanyu HOBOTO KJIMEHTA B CETU

JNanee naxxumaem Ha kHonKy Create (Co3nats) - puc. 3.

Puc. 3. Uaaukatop roBOpUT 0 HOPMATBHOU padoTe MpOorpaMMBbl (KITHEHT IMOAKIIOYECH K CETH)

Jlanee MOKeM cO3/1aTh HOBYIO CETh MJIM BOWTH B YK€ CyllecTByONy0. Haxkmute Ha kHONKY Co3/1aTh
HOBYIO C€Th. 31€Ch HY)KHO IIPUyMaTh Ha3BaHUE (MACHTU(PHUKATOP) CETH U Mapoib. TaKuX BUPTYaIbHBIX
CeTel MOYKHO CO3/1aTh Cpa3y HECKOJIBKO — puC. 4 U puc. 5.

Puc. 4. Co3znaem Buptyanbnuyto cetb VPN-110

Puc. 5. Cetp VPN-110 coznana u paboraer

Ha Bropoii mammHe Mbl MOAKIIOYUMCS K 3TOU ceTu (puc. 6).

Puc. 6. Ilogxnrouenue 11K x BupTyanbHo# cetu

B cnyuae ycnexa yBuauMm cienyroiee (puc. 7).

Puc. 7. PC_1 noaxmouniics k PC-2

Jlnst onpaBku coobmeHust mo cetd ot ogHoro [IK npyromy menkuute Ha 3Ha4ok PC_2 u BeIOepuTte u3
MeHI0 cTpouky Yar (puc. 8 u puc. 9).
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Puc. 8. Beibupaem pexum OTIPaBKU TEKCTOBBIX COOOIIEHUI

Puc. 9. Ilpumep otnpasku coodbmienus ot PC-2 na PC-1

Ecnu BeIOpars komany [IpoBepuTh JOCTYIHOCTH, TO MANKHU ¢ OOIIMM JOCTYIIOM B BUPTYaJIbHOM CETH OyayT
noctynssl (puc. 10).

Puc. 10. Bua manok ¢ o6mumM 10cTynoM B BUpTyainbHOM cetd VPN-110

Hrpaem B ceTeBble MIAIIKU

Bepnurecs K BbINaAa0IEeMy MEHIO, TOKa3aHHOMY Ha puc. 8, 1 BeIOepuTe B HeM koManay O03op. Haiinure
B BUPTYaJIbHOH CETH IIAIIKK U ycTaHOBUTE ux Ha oboux I1K (puc. 11).

Puc. 11. Haxonum ceTeBbIe NIAIIKU

Ha onnom u3 1K nyxxno Coznars urpy, a Ha apyrom [1K — [Mogkmtountses k urpe (puc. 12).

Puc. 12. Co3naem urpy

Puc. 13. Oxno Hactpoiika urpsl ripu cozganu HoBoi urpsl Ha PC 1

Puc. 14. Oxno Hactpolika mogk/IroueHus Ipy MOAKII0YeHH K urpe Ha PC 2

IP anpec cepBepa MmokHO y3HaTh B iporpamme Hamachi (puc. 15).

Puc. 15. ¥Y3naewm IP agpec cepsepa

Bce, moxHo urpars (puc. 16).



Puc. 16. CereBas urpa HacTpoeHa

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. OnumuTe Mporecc yCTaHOBKY W HACTPOUKH BUPTYaJIbHOM ceTH ¢ ucnoiab3oBanueM [10 Hamachi.

2. Onuiure npouecc HaCTPOMKHU CETEBOU UTPHI.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

1 cemectp
* mocenraemocts — 10 GammoB
*  TEKyIUH KOHTPOJb — 82 Oasmia
* KOHTPOJIbHBIE Cpe3bl — 2 cpe3a 1o 4 Oajia KaxapIi
* mpeMuanbHBIE OauTel — 20 6aioB

Pacnipenenenre 6aJIioB 1O 3aaHHSIM:

Ne |HaszBanue tembl | Dopmbl Max. MeTonrka npoBeACHNS 3aHATUS U OLICHKU
Te | /BHUI y4eOHOH |TEKyLIero | KOJ-BO
MBI paboThI KOHTpoJist | 0asuioB
/ cpe3sl
1. | Apxutektypa |TecTupon 4 TecT cOCTOUT U3 HECKOJIBKUX BOIIPOCOB.
KOMIIBIOTEPHOU | aHHEe(KOH 4 6anna — CTyAEHT IPaBHIBHO
CeTH. TPOJILHBI otBevaeT Ha 50-100% BompocoB B
i cpe3) TecTe
2 Gaia - CTyIEHT IPaBUIBHO
oTBevaeT Ha 25-50% BoOmpocoB B TecCTe.
Menee 25% mpaBHIIBHBIX OTBETOB
0aJuIoB HE aeT




Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI
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CeteBoe
POTPaMMHOE
obecreueHue.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

Tectupos
aHue

TecT cocTOUT U3 HECKOJIBKUX BOIIPOCOB.

4 Gaya — CTYACHT HPaBUIIBHO
otBevaeT Ha 50-100% BompocoB B
TecTe

2 Gaia - CTyIEHT IPaBUIBHO
oTBeuaeT Ha 25-50% BOmpocoB B TecCTe.
Menee 25% npaBHIIBHBIX OTBETOB
0aJuIoB HE aeT
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OO0muit noctyn
K CETEBBIM
pecypcam.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

Tectupos
aHue

TecT cocTOUT U3 HECKOJIBKUX BOIIPOCOB.

4 Gaya — CTYACHT HPaBUIIBHO
otBevaeT Ha 50-100% BompocoB B
TecTe

2 Gaia - CTyIEHT IPaBUIBHO
oTBeuaeT Ha 25-50% BOmpocoB B TecCTe.
Menee 25% npaBHIIBHBIX OTBETOB
0aJuIoB HE aeT
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Pacnpoctpanen
HBIE CETEBbIE
aTaKku

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

Tectupos
aHue

TecT cocTOUT U3 HECKOJIBKUX BOIIPOCOB.

4 Gaya — CTYACHT HPaBUIIBHO
otBevaeT Ha 50-100% BompocoB B
TecTe

2 Gaia - CTyIEHT IPaBUIBHO
oTBeuaeT Ha 25-50% BOmpocoB B TecCTe.
Menee 25% npaBHIIBHBIX OTBETOB
0aJuIoB HE aeT
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Vassumoctu IP
Y YTPO3HI.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

3 Ganna - CTYOeHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH

AUCKYCCHUIO C HMCIIOJIb30BAHUEM TCPMUHOJIOTNH

COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupon
aHue

TecT COCTOUT U3 HECKOILKUX BOTIPOCOB.
3 Oayura — CTYZIEeHT IIPaBUIIHHO

orBevaet Ha 50-100% BorpocoB B
TecTe

2 6amia - CTyACHT MPaBHILHO

orBevaeT Ha 25-50% BOMpPOCOB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE maeT
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Va3BuMocTu
TCP u UDP.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

TecTupon

aHue(KOoH

TPOJILHBI
i cpe3)

TecT cocTOUT U3 HECKOJIBKUX BOIIPOCOB.

4 Gaya — CTYACHT HPaBUIIBHO
otBevaeT Ha 50-100% BompocoB B
TecTe

2 Gaia - CTyIEHT IPaBUIBHO
oTBeuaeT Ha 25-50% BOmpocoB B TecCTe.
Menee 25% npaBHIIBHBIX OTBETOB
0aJuIoB HE aeT
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BecnpoBoansie
ceTu.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH

AUCKYCCHUIO C HMCIIOJIb30BAHUEM TCPMUHOJIOTNH

COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupon
aHue

TecT COCTOUT U3 HECKOILKUX BOTIPOCOB.
2 6amia — CTYICHT MPaBUIILHO

orBevaet Ha 50-100% BorpocoB B
TecTe

1 6ayut - CTYIEeHT MPaBUIILHO

orBevaeT Ha 25-50% BOMpPOCOB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE maeT




64

Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI




65

Cepsep
TIPHIIOKEHU.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH

AUCKYCCHUIO C HMCIIOJIb30BAHUEM TCPMUHOJIOTNH

COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupon
aHue

TecT COCTOUT U3 HECKOILKUX BOTIPOCOB.
4 6amna — CTYICHT MPaBUILHO

orBevaet Ha 50-100% BorpocoB B
TecTe

2 6amia - CTyACHT MPaBHILHO

orBevaeT Ha 25-50% BOMpPOCOB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE maeT
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI
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AJMUHUCTPUPO
BaHUE CETH.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH

AUCKYCCHUIO C HMCIIOJIb30BAHUEM TCPMUHOJIOTNH

COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupon
aHue

TecT COCTOUT U3 HECKOILKUX BOTIPOCOB.
2 6amia — CTYICHT MPaBUIILHO

orBevaet Ha 50-100% BorpocoB B
TecTe

1 6ayut - CTYIEeHT MPaBUIILHO

orBevaeT Ha 25-50% BOMpPOCOB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE maeT
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

10.

Tuner
BUPTYaJIbHBIX
YaCTHBIX CETEM.

Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJICET MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCHI

Tectupos
aHue

TecT cocTOUT U3 HECKOJIBKUX BOIIPOCOB.

2 Oamia — CTYIEHT MPaBUIBHO
otBeuaeT Ha 50-100% BompocoB B
TecTe

1 Ga - CTYEeHT MpaBUIIBLHO

oTBevaeT Ha 25-50% BompocoB B TecCTe.
Menee 25% npaBHIIBHBIX OTBETOB
0aJJI0B HE JaeT
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.




10 GanyoB — CTYACHT MMOCETHI BCE
100% 3ansaTHII

7-9 6annoB — CTyACHT MOCETUI HE
MeHee 80% 3aHsaTHi

4-6 GaJIOB — CTYACHT IMOCETHII HE
MeHee 50% 3aHsaTui

1-3 Ganma — CTYOCHT MOCETHII HE
MeHee 25% 3aHATHi

Ecnu ctynent nocetmn menee 25%
3aHATHH, 0aJTbl HE HAYUCISIOTCS

11. ITocemaeMocThb 10

JonoaHuTENbHBIE TPEMUAIbHBIC
0aJJIbl MOTYT OBITh HAYHCIICHBI:

- 33 IIPOCKT, BBHIIIOJIHEHHBIN 0 3aKa3y
paboToaTens U peaaTu30BaHHEIN Ha
npaktuke — 20 6aos;

- MOCTOSIHHAS! aKTUBHOCTh BO BpeMs
MPaKTUIECKUX 3aHATHH — 10 6asos;
- MOJTHOCTBIO MOATOTOBJICHHAS K
MyOJIMKAIIAY CTaThs IO TEMATHUKE B
pamMKax TUCIUILTUHBL — 10 6aoB;

- y4acTue ¢ JOKJIaJ0M BO
BCEPOCCHICKON OTUMIIMAJIE TIO
TeMaTUKe U3ydaeMon qucuuruinge — 20
0aoB;

- Y4acTHE B BBICTaBKE MO TEMAaTUKE
M3y4aeMou TUCIMILTUHBI — 20 0aIlIoB;
- MyONHKaIus CTaThH 10 TEMATHKE
M3y4aeMOU TUCITUILTUHBI B COOPHUKE
CTYACHYECKHX paboT / MaTepuaiax
BCEPOCCHICKON KOH(EpeHLINH /
*KypHaie u3 nepeuns BAK — 10

12. [IpemuansHbie OaIBl 20

Pemenne xetica (10 6amoB)
[Ipoxoxxnenne TectupoBanus (30
BOIIPOCOB) TT0 BCEMY KYpCY
muciatoIHE (10 6aToR)

13. |MHnuBHIyaTbHBIC 3aIaHUA, 20
C TIOMOII[BIO KOTOPBIX
MOXKHO HaOparhb
JTOTIOJTHUTENNBHEIE OaIIIBI

14. Hroro 3a cemectp 100

HrtoroBass omeHka mo »Sk3aMeHy BbicTaBisiercs B 100-OammpHON 1Kajge W B TPATUIIMOHHOMN
yeTelpexOauibHO  mikane. IlepeBom 100-0ayuibHONM  pEWTHHTOBOW OIEHKH IO JUCHHUIUIMHE B
TPAAULIMOHHYIO YEThIPEXOaJUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pazoMm:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6anmoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS
BroinosiHeHue 1a00paToOpHBIX padoT

Tema 1. ApXuUTeKTypa KOMIIbIOTEPHOM CETH.
JlaGoparopnas pabota 1. Yacts 1. Cozganue cxem JokanbHbIX ceteld B mporpamme 10 Crpaiik: Cxema Cetn
[lenb: HayunThCst cocTaBisITh cxeMbl B «10-Crpaiik: Cxema Cetu»
3agaun:



o IlocTpouts kapry cetu

o OTpenaxkTHpoBaTh KapTy CETH

Tema 2. CeTeBoe MporpaMMHOE 00ECIICUCHHE.
JlaGoparopnas pabota 2. Radmin - mporpamma ynanenHoro ynpasienue 1K mo cetn

Lenb: M3y4YUTh yIAICHHOE aJIMHHACTPUPOBAHIE KOMITBIOTEPOM IO CETH B IporpamMMe Radmin u cucremy
0OIIEeHS T10JIL30BaTENIEN B JIOKAJIbHON ceTuNassi

3amaun:
o Coznars HOBOTO MOJIB30BaTENs B porpamme Radmin u BbIaTh eMy npasa

o HacTtpouts ciyx0y cooOmieHni

o Hayuurhcs HacTpauBaTh B BUPTyalbHOU ceTu MHTEpHET

Tema 3. O0muii AOCTYT K CETEBBIM PeCypcam.

Jlaboparopnas padota 3. Yacts 1. KomupoBanue (aiinoB BupTyansHoit mammasl VMware Workstaktion 9
Ha pmsuyeckwnii [1K

Lenb: HacTpouTs nporpammy VMware Workstation 9
3agaun:

* YcranoButs VMwareWorkstation 9

 Co3aare BUPTYaJIbHYIO MAIIMHY

Tema 4. PacnipocTpaHeHHBIE CETEBBIE aTaKU
Jlaboparopnas padota 4. ConnanbHass HH)KEHEPUS

[enb:u3yuuTh METO/IBI COIMATILHON MHXCHEPUU
3amaun:
* HayunTthcs pacro3HaBaTh MpU3HAKK COIMATBLHON MHXCHEPUU

° HCCJ’I@IOB&TB CIIOCOOBI PacCliO3HaBaHUWA COHHaHBHOﬁ HHXXCHCPUU

Pecypcsr:
» Komnsrorep ¢ gocrynom k MHTEpHETY

Tema 6. Yazsumoctu TCP u UDP.
Jlaboparopnas pabota 6. Uccnenoanue Tpaduka DNS

Hens: nccnenorars Tpadhuk DNS ¢ momonsto Wireshark
3amaun:

* [IepexBatuth Tpaduk DNS
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* Uzyuuts Tpaduk DNS-3ampoca
* U3yuuts Tpaduk DNS-oTBeTa

Tema 7. becipoBOJHBIE CETH.

JlaGoparopnas pabota 7. Yacts 1. Jlerkas (momyaBTomMaTruueckas) HaCTpoiika O€CIpOBOAHOTO
mapupytuzaropa TL-WR1043ND

ens: HacTpouTh OecipoBOIHON MapmpyTH3aTop yepe3 Wi-Fi
3amaun:
* [TogxmounTh MapIIpyTHU3aTOp K dekTpocet 1 Wi-Fi
* HacTpouTh TOUKy nocTymna
» Co3mars KIIF0Y 0€30I1aCHOCTH
Tema 8. CepBep NpHIIOKEHUN.
Jlaboparopnas padora 8. Yacts 1. Cozmaem HOBBIH IOMEH
[lenb: 03HAKOMHUTBCS € IPOLECCOM CO3/IaHUS HOBOTO JOMEHA

3anaun: Co3aaTh HOBBIM JOMEH ¢ MOMOIIBIO0 «Mactepa HacTpoiku cepeepay

Tema 9. AIMUHUCTPUPOBAHUE CETH.

Jlabopatopnas pabora 9. Uacts 1.M3menenune rpynnoroit monutuku (I'TT) mist ogHOTO MTONTb30Barens (He

aIMUHUCTPATOPA)

Ilenb: U3MEHUTD IPYNIOBYIO HOJIUTUKY AJIE OJHOTO MOJIb30BaTeNsA(HE aIMUHUCTpATOpa)
3agaun:

» Co311aTh MOJIUTUKY

* Or™eHuTsh «IIpumMeHeHne rpynnoBoi NOMUTUKI AJIs BCEX M0JIb30BaTeNIen

* 3arpeTuTh BBINOIHEHUE Tporpammbl WindowsMovieMaker

Tema 10. Tunsl BUpTyaIbHBIX YaCTHBIX CETEH.
Jlaboparopnas pabora 10. Coznanue VPN cetn Ha Hamachi

[ens: co3marh KOMIBIOTEPHYIO ceTh, ncnonb3ys [0 Hamachi
3amaun:
* YCTaHOBUTDH U HACTPOUTH BUPTYAIbHYIO CETh

* HactpouTts ceteByto urpy «lllankm»
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CobecenoBanmue

Tema 1. ApxuTekTypa KOMIBIOTEPHOH CETH.
. [loHsiTHE apXUTEKTypa KOMIBIOTEPHOU ceTn?

. HazoBuTe Hanbonee pacnpocTpaHEHHBIC apXUTEKTYPHI.
. J1y1s1 9ero HeoOXOAMMBI IPOTOKOJIBI?
. Kak nHaspiBaeTcs o011ast cxema COeIMHEHHsI KOMITBIOTEPOB B JIOKATBHOU CETH?

Tema 2. CeteBoe MporpaMMHOE 00ECIICUCHHE.
. C uero HaunHaetcs aapec Jodoro web-cepepa?

. Uto obecneunBaeT npotokon TCP?
. Jlnst uero Hy>keH nmpoTokosntelnet?
. HazoBute nporpammy juist ynanexnoro ynpasienus [1K mo cetu

Tema 3. O0muUiA AOCTYT K CETEBBIM PeCypcaM.
. HazoBuTE HU3KOYpOBHEBBIE CPENICTBA OOIIETO AOCTYTA.

. Uto no3BossieT aenarb nporokos DAFS?
. Kakyro apxurekrypy ucrnonb3yer nporokoia SMB / SAMBA?
. HazoBuTE OCHOBHBIE BU/IbI CETEBBIX aTaK.

Tewma 4. PactipocTpaHeHHBIE CETEBBIE aTaKU
. Kakue BubI aTak OTHOCATCS K aTrakaM JoCTyma?

. K kakomy Ty aTak OTHOCHUTCSI HECAaHKIIMOHUPOBAHHOE IPOHUKHOBEHHE?
. K xakomy Tumy otHocutcs crydunr-araxka?

. K kakomy Ty aTak OTHOCHUTCSI BBIBOJ U3 CTPOSI KOMIIBIOTEPHOM CETH?

. Uto Takoe ¢ummHr?

Tewma 5. Yazsumoctu IP u yrpo3ssi.
. Kakue Gp1BatoT BUJIBI CITypUrHa B 3aBUCHMOCTH OT CETEBOT0 MPOTOKOIa?

. Uro npencrasinser codoit [P-criydunar?

. st wero Heo6xoaum npotokosr ICMP?

. KakoB npuHIun araku rno MeToxy JaBUHOOOPAa3HOTO YMHOKEHUS M OTPaKEHUS?
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Tema 6. Vazsumoctu TCP u UDP.
1. 3a Kak1M 3aroJIOBKOM ciieyeT 3arojioBok TCP?

2. Yto Takoe MEKCETEBOM IKpaH?
3. Kak pa6oraer DNS-araka?
4. OnpeneneHue UeI0CTHOCTH JaHHBIX.

Tema 7. becnipoBOJHBIE CETH.
1. Ha yto BHemHe noxox Bluetooth mpuemo-nepenarumx?

2. Yro ompenensieT COBPEMEHHYIO O€CIIPOBOAHYIO TEXHOJIOTHIO COSAMHEHUS KOMITBIOTEPOB B JIOKAIBHYIO
CceTh U MOAKIIoUEeHUS uXx K Internet?

3. Jlns yero MoxeT ucroiab3oBarbess Wi-FiceTs?
4. Kak MO>XHO YBEJIMYHTH YHCIIO MMOJIB30BaTENeH OeCcpoBOIHOM OPuCHOM ceTr?

Tema 8. CepBep NpUITOKEHUH.
1. Yro Takoe BUpTyaabHbIE MAIIUHbI?

2. B uem naznauenne DNS cepsepa?
3. Kak npoucxoauT NOAKIIOUEHUE CETH YEPE3 MOCT?
4. J151s 9ero ciy»art 30HbI IPSIMOTO U 00OPaTHOTO MPOoCcMOTpa?

Tema 9. AIMUHUCTPUPOBAHUE CETH.
1. Onpenenenne aIMUHUCTPUPOBAHUE

2. HazoBuTEe OCHOBHBIE 3aJ1a4l aAMUHHUCTPATOPA CETU
3. Jl;s1 9ero Hy>KHO apXMBUPOBaHKE HHPOpMauu?
4. Yto Tako€ MOHUTOPUHT?

Tema 10. Tumnbl BUpTyanbHBIX YaCTHBIX CETEH.
1. s gero cayxar cetu VPN?

2. B 4eMm cyTh T€XHOJIOTUU BUPTYaJIbHBIX YACTHBIX ceTer?
3. Uro Takoe TyHHEIb U B YEM COCTOUT MPUHIIUI TYHHEIUPOBAHUS?
4. Yto MOKHO OTHECTH K HegocTatkaM VPN?

TecrupoBanue

Tema 1. ApxuTekTypa KOMIBIOTEPHOHN CETH.
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B nocnenosarenbHbIX ceTIX...?
BriGepute oguH OTBET:

a. B KaXJIblii MOMEHT BPEMEHH Tepe/iauy MOXKET BECTH TOJIBKO OAMH y3€ell, OCTAIbHBIE y3JIbl MOTYT TOJIBKO
NPUHUMATH HH()OPMAIIHIO

b. aboHEeHTHI HaxoAATCs HAa HEOOobIIOM (110 10-15 kM) paccTosSHUM APYT OT apyra

C. Iepesiaya JaHHbBIX BBITIOTHSAETCS MOCIEI0BaTEIbHO OT OTHOTO y371a K IPYTOMY U Ka)KAbIH y3el
pEeTpaHCINPYET MPUHSTHIE TaHHbIE Jajbllie

BriGepute oguH OTBET:

d. OTO B KOTOPLIX N€pcaada JaHHBIX BBIITOJIHACTCS MOCICAOBATCIILHO OT OAHOTO Y3Jia K ApyTrOMYy U Ka)KI[BIfI
Y3CJI pCTPaHCIUPYCT NPUHATHIC JaHHBIC OAJILIIIC

b. 00bEAMHAIOT A0OHEHTOB, YAJEHHBIX JIPYT OT Jpyra Ha 3HAYUTEIbHOE PACCTOSHHE, YaCTO
PACIIOJIOKEHHBIX B PA3JIMYHBIX CTPAHAX WM HA Pa3HBIX KOHTUHEHTAX

C. CBSI3BIBAIOT AOOHEHTOB rOpo/ia, pailoHa, 00IaCTH WK Jaske HEOOIbIIONW CTPaHbI
VYKaxxurte nuniHee.

WHpopManinoOHHO-BBIYHCIUTENbHBIE CETH OBIBAIOT

BriGepute oguH OTBET:

a. HallMOHAJIbHBIC

b. nokanbHbIE

c. rmobanbpHbIC

d. permonansHbIE

VYKaxure auuHee.

Nudopmarmonnsie cuctemsl, mocTpoeHHble Ha 6a3ze UBC, obecnieunBarot 3(hpeKTHBHOE BHITIOIHCHHE
CIIEYIOIIUX 3a/1a4

BriGepute oguH OTBET:

a. mepenava JaHHBIX U PE3yIBTaTOB 00pabOTKH JaHHBIX MOJIB30BATEIISIM

b. penieHne CI0KHBIX 3a/1a4 COBMECTHBIMU YCUIIMSIMU HECKOJIBKUX y3J10B CETU

C. XpaHEHHUE JTaHHBIX

d. o6paboTka TaHHBIX

€. OpraHu3zaliys J0CTyTa MoJib30BaTeliel K JaHHBIM

VYKaxxurte nuniHee.

Knaccudukanus nHGOpMaITMOHHO-BBIYUCIUTENBHBIX CETEH TI0 TEOMETPUN TTOCTPOCHUS
BriGepute onuH OTBET:

a. CMeIIaHHbIC

b. makeTHbIe

C. KOJIbLIEBBIE

d. nepapxuueckue

Tema 2. CeTeBoe MpOrpaMMHOE 00ECIICUCHHE.
Yto takoe Telnet
BriGepute oguH OTBET:
a. MPOTOKOJI Mepeayu HOBOCTEH
b. mpoToKo epegaun runepTeKcTa

C. IPOTOKOJ YAAJICHHOI'O 10CTyIa, TO €CThb AUCTAHIIHUOHHOTO UCITOJTHCHHUA KO MaH/] Ha YAAJICHHOM
KOMITBIOTEpE

Anpec moboro web-cepBepa HauMHaeTCs ¢ aOOpeBUATYPEI
BriGepute oguH OTBET:

a. pop3

b. smtp

c. http
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76
Hyper Text Transfer Protocol ( HTTP )
BriGepute oguH OTBET:
a. MPOCTOM MPOTOKOJI IIEPECHUIKU NIEKTPOH HOM IOYTHI
b. mpoToko nepeaayn runeprekcTa (MCIob 3yeTcs npu nepenade coodmenunii B World Wide Web

C. IPOTOKOJ YAAJICHHOI'O 10CTyIa, TO €CTh AUCTAHIIUOHHOTO UCITOJTHCHHUA KO MaH/] Ha YAAJICHHOM
KOMITBIOTEpE

Internet Protocol (IP)

BriGepute oguH OTBET:

a. MEeKCETEBO MPOTOKOJI, BBIMOIHSAET ()YHKIIMH CETeBOTO YpoBHS Monenu OS]

b. mpoTokoun nepeaayu daiaoB

C. IPOTOKOJI yIPaBJICHHUS TepeIaveii, BHIMONHIET (DYHKIIUN TPAHCTIOPTHOTO YpoBHs Moaenu OSI
Transmission Control Protocol (TCP)

Bribepute onuH OTBeT:

a. MPOTOKOJI YIIPABJICHHSI TIepeaueii, BHITIONHAET (PYyHKIIMH TPAHCIIOPTHOTO ypoBHs Mozemu OSI

b. POTOKOJI YAAJICHHOTO JOCTYIId, TO €CTh AUCTAHIIMOHHOI'O UCITOJIHCHU KO MaHI Ha YIaJICHHOM
KOMITBIOTEpE

C. MEXXCETEBOU MPOTOKOJI, BHIIOIHAET (PYHKIIUHN ceTeBOro ypoBHs Moaenu OS]

Tema 3. O0muii AOCTYT K CETEBBIM PeCypcaM.
3amanue 1

Kakast u3 mporpamm cozepKuT OMOIMOTEKY 3HAYKOB CETEBBIX YCTPOICTB, UTO MO3BOJISIET B HEM pUCOBATh
CXEMBI JUIsl KypCOBHKA MM JUILIOMaA?

1. 10-Crpaiik: Cxema Cetn

2. 10-Crpaiik: Monutopunr Cetu

3. 10-Crpaiix: Cxkanuposanue Cetu

4. 10-Crpaiik: MuBentapuzamus KomnbrorepoB

3aganue 2

B kakux ceTsix peKkoMeHAyeTCs UCIOIb30BaTh NOCTPOEHUE KapThl CETH METOJIOM CKAHUPOBAHMSI TUANa30Ha
IP-anpecoB?

1. B ceTsix kiacca B (ceTh comepxkut 65536 anpecon)

2. B ceTsix knacca C (ceTh conep:kut 256 aapecon)

3. B ceTsx kiacca A (cetb conepxut 16777216 aapecos)

4. B cersix kiacca D (konmuuecTBo y310B - Multicast)

3amanue 3

Kakue u3 nepeurcieHHbIX HIKE CETEBBIX YCTPOICTB OyayT oToOpans! mporpammoii 10-Crpaiik: Cxema
Cetu aJ11 NOMEIIEHUS UX Ha KapTy ceTu?

. poyTtep

. ceTeBas Kapra

. CETEBOU IIPUHTED

. KOMITBIOTEP

W B~ W N =

. MOAEM
3amanue 4

Kakas aTraka HCIOJIB3YCTCA, KOraa 3JIOYMBIIIJNICHHUKNA BHCAPAIOTCSA MCKAY HCTOYHUKOM U HA3HAYCHUCM JJIA
MMpO3pa4YHOrO MOHUTOPUHTIA, 3aXBaTa U KOHTPOJIA oOMeHa [[aHHI:IMI/I?

. araka ¢ IoJIMEHOM aapeca

. ATaK¥ 10 METOAY YMHOXXEHUS U OTPAKEHUS
. ataka Ha ocHoBe [CMP

. ataku yepes nocpeanuka (MITM)

. IEpexBar ceaHca

W B~ W N =
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3aganue 5

Kakast ataka ucrnonb3yercs, Korja 3J10yMBIIIICHHUKH MOIYYaloT JOCTYH K (PM3UYECKOM CeTH, a 3aTeM
HCIOJIB3YIOT aTaKy uepe3 NOoCpeAHHKa JUIsl epexBaTa U 00padoTKu TpaduKka 3aKOHHOTO MOJIb30BATENS?

. araka ¢ MoJIMEHOM aapeca

. QTaK! 110 METOJy YMHOXXEHUS U OTPAKECHUS
. atraka Ha ocHoBe ICMP

. araku yepe3 nocpenuuka (MITM)

. IepexBar ceaHca

Dn B W =

3aganue 6

Kakast ataka ucrnosnb3yercs, Korjaa 3J10yMbIIIICHHUKHA HHULIUUPYIOT OJJHOBPEMEHHYIO CKOOPAMHUPOBAHHYIO
aTaKy U3 HECKOJIbKUX KOMIBIOTEPOB-UCTOUHUKOB?

. aTaka ¢ MoJIMEHOM aapeca

. QTaKH 110 METOJy YMHOXKEHUS U OTPAKECHUS
. atraka Ha ocHoBe ICMP

. araku yepe3 nocpenuuka (MITM)

. IepexBar ceaHca

Dn B W N =

Tema 4. PacnipocTpaHeHHBIE CETEBBIE aTaKu
3amanue 1
K xaxoMy Tumy araku OTHOCHUTCS HECAaHKIIMOHUPOBAHHOE TIPOHUKHOBEHHUE?
1. Pa3BenpiBarenpHasa aTaka
2. Araka nocrtyna
3. DoS-araka
4. CounanbHas UHKEHEPUS
3ananue 2
K xaxoMy Ty OTHOCHUTCS aTaka ¢ moJ00poM maposisi?
1. Pa3BenpiBarenpHas aTaka
2. Araka nocrtyna
3. DoS-araka
4. CounanbHas UHKEHEPUS
3aganue 3
K xakoMy Tuiy aTaku OTHOCUTCS CKAHUPOBAHHUE TTOPTOB?
1. Pa3BenpiBarenpHas aTaka
2. Araka nocrtyna
3. DoS-araka
4. CounanbHas UHKEHEPUS
3aganue 4
K xaxoMy Tumy oTHOCHUTCS aTaka yepe3 mocpennuka (man-in-the-middle)?
1. Pa3BenpiBarenpHas aTaka
2. Araka nocrtyna
3. DoS-araka
4. CounanbHas UHKEHEPUS
3aganue 5
K xaxomy Tumy otHOCUTCS cITyuHT-aTaka?
1. Pa3BenpiBarenpHasa aTaka
2. Araka nocrtyna
3. DoS-araka
4. CounanbHas UHKCHEPUS



Tewma 5. Yazsumoctu IP u yrpo3ssi.

Kakast ataka ucrnosnb3yercs, Korjaa 3J10yMbIIIICHHUKH BHEIPSIOTCS MEXTy HICTOUHUKOM U Ha3HAYCHUEM [T
MIPO3PAauHOTO0 MOHUTOPHHIA, 3aXBaTa U KOHTPOJISI 0OOMEHa JaHHBIMHU.

1. Araka ¢ mogmMeHoO# agpeca

2. ATaku 110 METOAY YMHOMKEHUS U OTPAKEHUS

3. Ataka Ha ocHOoBe ICMP

4. Araku uepes nocpeanuka (MITM)

5. Ilepexsar celiHca

Kakast ataka ucnonb3yercs, Korja 3JI0yMBIIUICHHUKH MOTYYar0T JOCTYI K (PU3MUYECKOM CETH, a 3aTeM
UCIIONB3YIOT aTaKy uepe3 MOCPEAHHKA JUIsl epexBaTa U 00paboTKu Tpaduka 3aKOHHOTO MOJIb30BaATENS?
1. Ataka ¢ monMeHoH aapeca

2. Ataku Mo METOAy YMHOXEHHUS U OTPAKEHUS

3. Araka Ha ocHoBe I[CMP

4. Araku uepes nocpeanuka (MITM)

5. Ilepexsar ceiiHca

Kakast ataka ucrnosnb3yercs, Korjaa 3J10yMbIIIICHHUKHA HHULIUUPYIOT OJJHOBPEMEHHYIO CKOOPAMHUPOBAHHYIO
aTaKy M3 HECKOJIbKUX KOMIBIOTEPOB-UCTOYHUKOB?

1. Araka ¢ mogmMeHoOH agpeca

2. ATaku 110 METOAY YMHOKEHUS U OTPAKEHUS
3. Araka Ha ocHoBe ICMP

4. Ataxu uepe3 nocpeanuka (MITM)

5. Ilepexsar celiHca

Kakast ataka ucrnomnp3yercs, Korja 3J10yMBIIIICHHHUKH HCIIONB3YIOT X0-3aIPOCHI ISl OOHAPYKEHUS
MOZICETEH U XOCTOB B 3aIlUIICHHON CETH, YTOOBI CO31aBaTh JJaBUHHBIE D0oS-aTaku, a Tak:ke U3MEHSITh
TaONIUIBI MAPIIPYTU3AINN XOCTA?

1. Araka ¢ mogmMeHoO# agpeca

2. ATaku 110 METOAY YMHOKEHUS U OTPAKEHUS
3. Araka Ha ocHoBe ICMP

4. Ataxu uepe3 nocpeanuka (MITM)

5. Ilepexsar celiHca

Kakast ataka ucrnonb3yercs, Korja 3JI0yMBIIIICHHUK CO3JaeT MaKeThl ¢ JOXHOU nHpopmarmeit 06 [P-aapece
HCTOYHHKA, YTOOBI JIMOO CKPBITh TUYHOCThH OTIIPABUTEIS, JIMOO BBIAATH CE0S 32 IPYroro JIETUTUMHOTO
OJIb30BaTend?

1. Araka ¢ mogmMeHoOM aapeca

2. ATaku 110 METOAY YMHOKEHUS U OTPAKEHUS
3. Araka Ha ocHoBe ICMP

4. Ataxu uepe3 nocpeanuka (MITM)

5. Ilepexsar celiHca

Tema 6. Yazsumoctu TCP u UDP.
Kakast ataka uCHosib3yeT TpEXCTOPOHHEE KBUTUPOBAaHHUE?
1. araka co copocom TCP
2. ¢pnyn-araka UDP
3. naBunHas ataka SYN-flood TCP
4. Dos-araka
5. nmepexsar ceanca TCP

Kakast ataka uConb3yeT 4eThIpEeXCTOPOHHUI 0OMEH /ISl 3aBEPIICHUS COSIUHEHUS, UCIIONB3YS Tapy
cermenToB FIN u ACK ot xaxxmgoro xocra?

1. ataka co copocom TCP
2. ¢myn-araka UDP
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3. maBunHas araka SYN-flood TCP
4. Dos-ataka
5. nepexsar ceanca TCP

B kaxkoif atake 3JI0yMBIIINICHHUKY MTPUIIUIOCH ObI MOAMEHUTH [P-afpec oMHOTo X0CTa, CIPOTrHO3UPOBATh
CJIeTYIOIINI TTOPSIIKOBBIN HOMEp U OTIpaBuTh nmoATBepkaeHrue (ACK) Ha 1pyroi XocCT.

1. araka co copocom TCP

2. ¢pnyn-araka UDP

3. naBunHas ataka SYN-flood TCP
4. Dos-ataka

5. mepexsar ceanca TCP

Kakoe ceTeBoe yCTpoiCTBO rapaHTHPYET, YTO BHYTPEHHUI TpapuK MOXKET BHIXOAUTH M BO3BpAILAThCs, HO
BHEIIHUH TpapuK HE MOXKET UHULIUUPOBATh COCAMHEHUS C BHYTPEHHUMU Y3TIaMu?

1. Cers VPN

2. MexcereBoii 3kpaH ASA
3. IPS

4. ESA/WSA

5. Cepeep AAA

Kakoii cepBep comep kUt 3aluIlIeHHy10 6a3y JaHHBIX O TOM, KTO aBTOPU30BaH JJIsl AOCTYyTA U yIPaBICHUS
CETEBBIMHU yCTPOMCTBAMU?

1. Cerp VPN

2. MexcereBoit 3kpaH ASA
3.1PS

4. ESA/WSA

5. CepBep AAA

Kakoii meton mugppoBaHus MOBTOPSIET MPOLECC aJITOPUTMA TPU paza U CYUTACTCS OYE€Hb HAJCKHBIM MIPU
peam3auy ¢ UCTIOJIb30BaHUEM OYE€Hb KOPOTKHX CPOKOB CITYXKObI KiTtoua?

1. HIudp Rivest

2. Tpoiinoit DES

3. [ludposanue 6mokamu

4. Crangapt mmudpoBanus gaaHbix (DES)
5. Ilotounoe mudpoBanue

Kaxo#i meron mmdpoanus mmdpyeT Kaxablid OUT Wk 0alT OTKPBITOTO TEKCTa 00padaThIBaeTCs
otnensHO? [Ipumepsn! BkitovyatoT B ce0st RC4 u AS?

1. llIndp Rivest

2. Tpoitnoit DES

3. llludposanue OGrokamu

4. Crannapt mugpoBanus ganabix (DES)
5. [loTtounoe mudpoBanue

Tema 7. becipOBOJHBIE CETH.
3ananue 1
Kak Bemmsiint BHenHe Bluetooth mpuemo-nepenarunk?
1. Bluetooth mpuemo-nepenaTynk Moxox Ha CETEBYIO KapTy
2. Bluetooth mpuemo-nepegaTurk moxox Ha poyTep
3. Bluetooth npuemo-nepenarunk noxoxx Ha HUB
4. Bluetooth mpuemo-nepeaaTurk Moxox Ha OOBIYHYO (IICTIKY
3aganue 2
Kakum o6pazom Bluetooth-amanteps! moakrouarOTCs K KOMIbIOTEpam?
1. Bce coBpemennbie Bluetooth-agantepsr mogkitoyarorcs yepez LPT-opt



. Bce coBpeMeHHbIe Bluetooth-aganteps! nogkirouatorcs yepes COM-nopt
. IocpenicTBOM pazbema RJ-45

. Bce coBpeMeHHbIe Bluetooth-agantepsr mogkiroyarores yepes miaty PCI
. Bce coBpeMeHHbie Bluetooth-amanteps! monkmouatorcst uepes USB-mopt

W B~ W N

3aganue 3

MoskHo 1 B MOOMIBHOM 3G ceTu riepeaaBaTth BUaACO?

1. HeT. MobunpHbIe 3G ceTr mpeaHa3HAYCHBI JJIsl TOJI0COBOTO TpaduKa U MAKSTHOHN Mepeaayn JaHHBIX
2. HET, TOJIbKO TOJIOCOBOH Tpaduk

3. HeT, HO TOJIBKO C OIpaHMYEHHEM pa3Mepa BUEO A0 JIByX TUradait

4. ma, MOXHO

3aganue 4

Ha gTo moxoxa ctpykrypa cereit WiMAX?

1. ctpykrypa ceteit WiMAX cxoxa ¢ ceTbto HTepHeT

2. Ha CTPYKTYPY CETEH KIMEHT-CEPBEP

3. ctpykrypa cereit WIMAX cxoxa ¢ TenedonabiMu GSM cetssmu

4. Ha CTPYKTYpPY OJTHOPAHTOBBIX JIOKAJIbHBIX CETEH

3aganue 5

UeMy paBHO MaKCUMAJIbHOE KOJMYECTBO BEAOMBIX YCTPOMCTB B MUKO-CETU?

1. naTh

2. OqHO

3. Tpu

4. cemb

3aganue 6

3a cueT 4ero MOXXHO YBEIUYUTh YHCIIO TIOJIB30BaTeNei 0eCcpoBOIHON OPUCHOM ceTH?
1. 3a cuer mpokcu-cepsepa

2. 3a cYeT JOTMOJIHUTENbHBIX aJallTEPOB U POYTEPOB

3. 3a cueTr A00aBICHUS B CTPYKTYPY CETH JOMOTHUTEIBHBIX y3JI0B — CBUTUYEH

4. 3a cyet OoJiee MOIIHBIX aHTEHH

3aganue 7

3aueM Ha OECITPOBOAHBIX aJanTepax v poyrepax uMmeercs knonka WPS ninm ee ananor — QSS?
1. oHa yckopsieT paboTy 6eCipOBOIHON CETH

2. Ha)KaThe KHOIIKH CITY>KHUT JIJIsl OBICTPOI HACTPOUKH 3alTUTHI OECIIPOBOIHOM CETH (TIepeaadun Kirroda
0€30MacHOCTH)

3. oHa cOpackIBaeT OECIPOBOAHOE YCTPOMCTBO K 3aBOJCKUM HACTPOMKaM

4. oHa yaisieT mapoib Ha BXOJA B OECIIPOBOIHYIO CeTh (KITI0Y O€30MacHOCTH)
3amanue 8

OTmeThTe IPaBUIIBHBIN OTBET?

1. xab HEOOXOMMO HACTPAUBATh

2. CBUTY HEOOXOMMO HACTPauBaTh

3. poyTep HE0OXOIUMO HACTpPauBaTh

4. 3G MmozeM He0OX0IMMO HacTpanBaTh

Tema 8. CepBep npuinoXeHU.
3amanue 1

C kaxoii nensto Ha BM ycranasmmBarot cpencrsa Vmware Tools?

1. yctanoBka cpeactB VMware Tools Mo3BOIUT BXOAUTH B XOCT-CHCTEMY U paclIapyuBaTh Ha HeH (aibl,
HanpuMep, TUCTPUOYTUBBI HY)KHBIX HaM ITPOrpaMM
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2. ycranoBka cpeactB VMware Tools moBsIaeT Haies)kHOCTh paboTel BM
3. ycranoBka cpeactB VMware Tools moBeimaer 6e3omacHocTs pabotsl BM

4. ycranoBka cpeacts VMware Tools moBslimaeT ckopocTts pabotst BM

3amanue 2
3aueM Ha BUpTyanbHOU MammHe VMware Workstantion nmpousBoasaT padboTy co CHUMKaMu?
1. CHUMKY TIOBBIIIAIOT OBICTPOACHCTBHE BUPTYATbHON MaITMHBI

2. CHUMKH TOJIE3HBI, €CJIM HY’KHO BEPHYTh BUPTYyaJIbHYIO MAIlIMHY B MpeAblayliee, Oojee cTabuiIbHOE
COCTOSIHHE

3. CHUMKH yJTy4IIaroT 6€30MacHOCTh paObOThl BUPTYaIbHONW MaIlIMHBI

4. CHUMKH 00€CIIeUnBaIOT COXPAaHEHHE COCTOSHUS BUPTYaJIbHBIX MAIIMH U BO3BPAT K HEMY B JII000€ BpeMs

3aganue 3
B uem nasznauenne DNS cepBepa, kakoBbI €ro 3a1a4u?

1. DNS cepBep 103B0JIsI€T KOMIIBIOTEPAM aBTOMaTHUECKH Mosty4ars [P-anpec u qpyrue napamerpel,
HeoOxonumble 171t pabotsl B cetn TCP/IP

2. DNS cepsep conocrasnsier NetBIOS-umén komnbrorepoB ¢ [P-anpecamu y3ios

3. DNS cepgep, npuaumaetr HTTP-3anpocsk! ot knuenToB u BeinaeT uM HTTP-oTBeThI, 00BIYHO BMECTE C
HTML-cTpanunei, nzoopaxxenneM, (haisiom, Me1ua-moToKOM WX JPYTUMHU TaHHBIMHA

4. DNS cepsep comnocTtapiseT OyKBeHHbIE 3HAYCHUsI JOMEHHBIX HMEH C U(pOBbIM 3HaueHueM [P-anpecoB
1 Ha000pOT

3amanue 4
Kaxkast komana TpeOyeTcst 11t U3MEHEHUSI MUHUMAJIBHOW JUTHHBI TTapoJist?
1. myck-I1Y-AnmMuHucTpupoOBaHUe

2. myck-11Y-A nmuauctpupoBanue-Ilonmutuka 6e30macHOCTH
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3. mapameTpsl 6e3omacHocTu-Ilonuruka 6ezonacHoctu-lIlonuTrka maponeit

4. mapametpsl 6e3onacHocTu-IlonmuTHka 6e30macHOCTH

3aganue 5

Kakyro komanay B okHe City>kObI KOMIIOHEHTOB HY>KHO MTPOU3BECTH JUISL CO3IAHUS MTOJIb30BATENSA, KOTOPBIHA
CMOJKET UCIIOJIB30BATh PECYPCHI CETU

1. meakHUTE JeBOM KHOMKOM Ha manke Users u Beioepute komanay Cosnathb-Ilons3oBaresns
2. NBaK[IbI MIETKHATE JIEBOM KHOMKOM Ha marnke Users u Beioepute komanay Cosnate-Ilons3oBaresn

3. meNKHUTE TIpaBoil KHOMKOM Ha marnke Users u BeioepuTe komanay Cosnath-Ilons3oBaresnn

3amanue 6

UTto HE MOXKET OBITH OOIIMM pecypcoM ceTu?
1. oOmmii daitn

2. o011as mamka

3. npuHTEP

4. KOMIIBIOTEP

5. rpynna

3amanue 7

JIns 9yero B OKHE CBOMCTB MaINKM CIYXKUAT KHOMIKA “‘Paspemenus™?
1. 4TOOBI 3aKPBITH OOLTUI AOCTYII K TAIKe

2. st BBIOOpa IpaBMII IOCTyTa K 00Iel mamnke mo ceTH

3. 9TOOBI OTKPBITH OOUTUH JOCTYII K IaIKe

4. 11t HAaCTPOMKHM TOCTYIAa B aBTOHOMHOM PEKHME

Tema 9. AIMUHHCTPUPOBAHUE CETH.
3ananue 1
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Kakoii u3 nmonb3oBareseii cepBepa UMeeT HaubobIINe paBa?
1. cuCTEMHBI AIMUHUCTPATOP
2. TOCTh
3. aIMMHUCTPATOP
4. nonb30BaTEINb
3amanue 2
Yo HEe BXOAMT B IOJKHOCTHBIE 00S3aHHOCTH CUCTEMHOI0 aIMUHHCTpaTopa?

1. ocymIeCTBISIET KOHTPOJIb 32 MOHTaKOM CETEBOTO 00OPYIOBAaHUS CIEITUATHUCTAMU CTOPOHHUX
OpraHu3aIuit

2. coo01aeT cBoeMy HEMOCPEICTBEHHOMY PYKOBOJUTEINIO O CIydYasiX 3JI0YMOTPEOICHHS CEThIO U MTPUHATHIX
Mepax

3. OCyMIECTBIISIET MOKYIIKY U JJOCTABKY CETEBOTO MTPOTrPaMMHOTO 0OecIiedeHusI 1 000PyI0BaHUS

4. TOTOBUT MIPEUIOKEHUS IO MOJICPHHU3AINH U TPHOOPETEHUIO CETEBOTO 000PYIOBAHUS

3amanue 3

B 4em cmbIci co3nanus JOYepHUX OOBEKTOB U IOMEHOB?

1. mouepHuEe 0OOBEKTHI UMEIOT POAUTEIICH

2. IpY CO3JJaHUH JIOUEPHETO IOMEHA TOBEPUTEIbHBIC OTHOILICHHUS aBTOMAaTHYECKH (POPMUPYIOTCS MEXTY
JIOYEPHUM JOMEHOM U €T0 POIUTEIIEM, YTO CYIECTBEHHO YIIPOILIAET YIPABICHUE JOMEHAMU

3. pecypchl xpaHsTcs B Active Directory kak 00bekThI. JlouepHue 00bEKTH MOTYT UMETH JIeTei

4. ponuTeTh MOKET UMETh JTH000€ KOJTUYECTBO JICTEH, HO TOYePHUN 0OBEKT MOXKET UMETh TOJIBKO OJTHOTO
ponuTens

3amanue 4
VYKaxxuTe Ha HENPAaBUIIbHBIM OTBET?

1. pegakTupys rpyNIoOBYIO OJIUTHKY Ha CEpBEPE, MOXKHO MEHSTh MHOXKECTBO ITAPAaMETPOB Ha KIIMEHTAX,
4yTO 0bOJerdaet paboTy aIMUHHUCTPATOPA CETH

2. peIaKTHpys TPYHIIOBYIO MOJIUTUKY TPYIII, MO)KHO MEHSITh MHOXKECTBO HACTPOEK Ha cepBepe, 4T
obneryaet paboTy aMUHUCTpATOPa CETH

3. penakTupys rpyImnoByIO MOJUTHKY Ha KIUEHTE, MOKHO MEHATh MHOXKECTBO IapaMeTPOB Ha JIPYTHX
KJIMEHTaX, 4TO 00JieryaeT aIMUHUCTPUPOBAHHUE CETU

4. penakTupys PyNIIOBYIO MOJUTHKY Ha CEpBEPE U KIMEHTaX, MO)KHO MEHSITh MHOXECTBO mapameTpoB AD,
4yTO 0bOJeryaet paboTy aIMUHHUCTPATOPA CETH

3amanue 5

Urto HE MOXKET OBITH OOIIUM PECYPCOM CETH?
1. oOmmii daitn

2. obmas mamka

3. npuHTEP

4. koMIIbIOTEP

5. rpynna

Tema 10. Tumnbl BUpTyanbHBIX YaCTHBIX CETEH.
Saganue 1
C kaxoii nensto Ha BM ycranaBnmmBarot cpencrsa Vmware Tools?

1. ycranoBka cpenacts VMware Tools mo3BOIMT BXOJUTH B XOCT-CUCTEMY U pacIIapuBaTh Ha Hell (ailibl,
Harpumep, TUCTPUOYTUBBI HY>KHBIX HaM IPOrpaMM

2. ycranoBka cpenctB VMware Tools moBsImaeT HaaeHOCTh paboTel BM

3. ycranoBka cpeactB VMware Tools moBeimaer 6e3omacHocTs pabotsl BM

4. ycranoBka cpenacts VMware Tools nmoBblmaeT ckopocts pabotst BM

3amanue 2

3aueM Ha BUpTyanpHOU MamuHe VMware Workstantion npousBonst paboTy co CHUMKaMu?
1. CHUMKY TIOBBIIIAIOT OBICTPOACHCTBHE BUPTYATbHON MAITMHBI
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2. CHUMKH TOJIE3HBI, €CJIM HY)KHO BEpHYTh BUPTYaJIbHYIO MAIIMHY B MpeabIayliee, 6oee cTabuiIbHOe
COCTOSIHHE

3. CHUMKH YyJTy4IIaroT 6e30MacHOCTh paObOThl BUPTYaIbHONW MaIlIMHBI

4. CHUMKH 00€CIIeYMBaIOT COXPaHEHHE COCTOSHNS BUPTYaJIbHBIX MAIIMH U BO3BPAT K HEMY B JII000€ BpeMs
3aganue 3

B 1yem naznauenne DNS cepBepa, KakoBbI €ro 3a1a4u?

1. DNS cepBep 1103B0JIsI€T KOMIIBIOTEPAM aBTOMAaTHUECKH Mosty4ars [P-anpec u qpyrue napamerpel,
HeoOxonumble 171t pabotsl B cetn TCP/IP

2. DNS cepsep conocrasinseT NetBIOS-umén komnbrorepos ¢ [P-anpecamu y3noB

3. DNS cepgep, npuaumaetr HTTP-3anpocskr ot kuenToB u Beinaer uM HTTP-oTBeThI, 00BIYHO BMECTE C
HTML-cTpanuneii, nzoopaxxenneM, (haisiom, Me1ua-moToKOM WX JPYTUMH TaHHBIMH

4. DNS cepsep comnocTtapiseT OyKBEHHBIE 3HAYCHHS IOMEHHBIX UMEH ¢ IUPpoBbIM 3HaueHueM [P-aapecos
1 Ha00opoT

3amanue 4

Kakast komanga TpeOyeTcst Uit M3MEHeHUs MUHUMAJIbHOM JUTMHBI Taposis?
1. myck-I1Y-AnmMuHucTpupoBaHue

2. myck-I1Y-AnmunuctpupoBanue-Ilonurrka 6e30macHOCTH

3. mapametpsl Oe3onacHocTu-Ilonmurrka 6e3omacHocTu-IlomuTHka mapomnei
4. mapametpsl 6e3omacHocTu-IlonuTHKa 6e30macHOCTH

3amanue 5

Kakyto komanay B okHe City>kObl KOMIIOHEHTOB HY>KHO MTPOU3BECTH ISl CO3IAHUS MTOJIb30BATENSA, KOTOPBIHA
CMOJKET UCIIOJIB30BATh PECYPCHI CETU

1. menxHUTE JNeBOH KHONKOM Ha nanke Users u BeiOepute komanay Co3narb-Ilonp3oBatens

2. NBaXK[IbI MIETKHUATE JIEBOM KHOMKOM Ha marnke Users u Beioepute komanny Cosnate-Ilons3oBaresn
3. menkHUTE MpaBoil KHOMKOM Ha mamnke Users u BeiOepute komanny Coznarbs-Ilonb3oBarensb
3amanue 6

Urto HE MOXKET OBITH OOIIUM PECYPCOM CETH?

. obmuii aitn

. o011as mamnka

. IPUHTED

. KOMIIBIOTEP

hn B W N =

. Tpymmna

3aganue 7

JIns 9yero B OKHE CBOMCTB MaIKM CIIYXKUAT KHOMIKA “‘Paspemenus”?
1. 4TOOBI 3aKPBITH OOIIMI TOCTYM K MaIKe

2. st BBIOOpa IpaBMII IOCTyTa K 00Iel mamnke 1mo ceTH

3. 9TOOBI OTKPBITH OOIIMIT TOCTYT K MaImKe

4. 1J1st HAaCTPOMKHM TOCTYIAa B aBTOHOMHOM PEKHME

4.3 IIpomexxyTouHast aTTeCTalU 110 AUCIUIUTHHE MPOBOAUTCS B hopMe dK3aMeHa

Tunossie Bonpocsl 3k3amena (OIIK-5)
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Bomnpocs! k 3x3ameny: 1. Hactpoiika WLAN. 2. MaTerpupoBanHbie MapupyTuzaropsl. 3. Tabmuna ARP Ha
ceTeBbIX ycTpoicTBax. 4. Mogens OSI. 5. Orpaxenue arak uepe3 ARP. 6. Hactpoiika VLAN a1 HoBoM
WLAN. 7. bazoBas HacTpoiika 6ecripoBoHoi cetu. 8. Cranmaptel WiFi 802.11. 9. MaKancynsius JaHHBIX.
10. 3amura 1ocTyna K NpUBWIETMPOBAHHOMY U IOJIb30BaTeIbCKoMy pexumy. 11. Orpannuenns [Pv4. 12.
Hacrpoiika napameTpoB HHTETprpoBaHHOTO MapipyTu3aropa. 13. Kommyranus ¢ Oydepusanueii u 6e3. 14.
CrannapTsl ¥ IPOTOKOJIBI (pU3MUecKoro ypoBHs. 15. CriocoObl B3auMOICHCTBHUS IPOTOKOJIOB MPUIIOKEHUH ¢
MPUIOKEHUSIMU KOHEUHBIX Monb3oBareneid. 16. MAC-anpeca onHOapecHOM, UPOKOBEIATEIbHON U
MHOT0a/IpecHOl paccbulkh. 17. Mepsl 6e3omacHocT ceteBbIX ycTpoiicT. 18. CpaBuenne UDP u TCP. 19.
Otpaxenue arak yepe3 STP. 20. YerpolicTBo Mapiipytusaropa. 21. @opmaTupoBaHue U MHKAICYJIALUSA
cooOmienus. 22. IP - agpecarus yctpoiicts. 23. [Iporokon Auddu-Xennmana. 24. MeTonsl 3a1UThI
yCcTpoiicTB. 25. OOHOBICHHE MUKpOTIpOrpaMMHOro obecriedenus. 26. [IpoBepka 6€30MacHOCTH OTKPBITHIX
noptoB. 27. Buasl arak DHCP. 28. bezonacnocts WPA2-Enterprise. 29. Hactpoiiku PortFast. 30.
[TpucBoennsie rpymnmossie IPv6 anpeca. 31. [Tonnenka 3anuceit B ARP tabnune. 32. [lonsrue
[P-anpecaruu. 33. O6meH B cetr o npoTokory SMB / SAMBA. 34. OntoBoIOKOHHBIE KaOeln U UX
napametpsl. 35. [lonstue cereBbix cpea. 36. Cetu paznuunbix MacTabos. 37. CermeHnranus cetu. 38.
YcraHoBKa U KOH(GUTypaiys annaparHeix ycTpoiicts. 39. [lonasnenue ceteBbix atak. 40. [IpenoTBpaienue
neperpy3ok. 41. O6nosnenue xxyprana SNMP. 42. Tononorust WLC. 43. HacTtpoiika 6ecipoBogHON
sauenctoi cetu. 44. Jlunamnueckass MHororoueuHasi VPN-cets niau DMVPN. 45. YeranoBka anmapaTHbIX
ycTpoiicT. 46. Co3nanue U peJakTUpOBaHUE MOIb30Barenei B cetu. 47. OCHOBHBIC MTPOOIEMBI
ARP-tabnuu. 48. JleiictBue cuctemsl npenorspaineHus ropsxeHuii(IPS). 49. MexcereBbie skpabl. 50.
[ToxkiroueHne ynaleHHbIX MOJIb30Bareneil Kk cety MHTepHer.

TunosBble 3aganua 1js 3k3amena (OIIK-5)
He npenycMorpensl

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

Jeckpuntops! (ypOBHN) — OCHOBHBIC PU3HAKKA OCBOCHUS (TIOKa3aTeIH

Onenka Kommnerenrinm
TOCTYKCHHSI pe3YJIbTaTa)

OIIK-5 CrniocoOeH MpPUMEHSTh COBPEMEHHOE IPOrpaMMHOE M amIapaTrHoe
obecrieueHre HMH(POPMAIIMOHHBIX W aBTOMATH3HPOBAHHBIX CHUCTEM
IUISL peIIeHus 3a/1a4 PO ECCUOHATBHON ICATEILHOCTH

COTITHYHOY
(85 - 100 6ammoB)

OIIK-5 CrocoOeH MPUMEHATh COBPEMEHHOE IPOTpaMMHOE ISl peIIeHUs

«XOPOIIIO» 3aza4 npodeccruoHaIbHON NEATETEIIbHOCTH. HcnbiThiBaeT

(70 - 84 6amnos) 3aCTPYIHCHUS B MPUMEHCHHH amlapaTHOTO OOCcCIeueHUs
WH(POPMAITMOHHBIX U ABTOMATH3UPOBAHHBIX CHCTEM

OIIK-5 B memom cmomocben pemark 3amadd  MpodeCCHOHAIBHOU

«YIOBJICTBOPUTEIIHHO NeSITEIbHOCTH, HUCIBITHIBAET 3aCTPyJHEHHS B MIPUMEHEHHUH

(50 - 69 6amnos) COBPEMEHHOTO IMPOTPAMMHOTO M  alllapaTHOTO  OOeCIeUeHUs
WH(POPMAIIMOHHBIX U ABTOMATH3UPOBAHHBIX CHCTEM

OIIK-5 He ciocoGen mpumMeHsATh COBPEMEHHOE MPOrPaMMHOE | almapaTHoOe

«HCYAOBJICTBOPUTCIILHO»

obecrieueHne WH(OPMAITMOHHBIX W aBTOMAaTHU3MPOBAHHBIX CHCTEM
(menee 50 6amioB)

JUTsI peeHus 3a1a4 mpodeCcCHOHAIbHON AeTETbHOCTH

5. Metoanueckue yKkazaHus JJisi 00y4al0UIUXCsl 10 OCBOEHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OPraHU3aUN CaMOCTOSITEIbHOI paboThl 00yUYaromuXCs:

[Ipuctynas K W3y4eHHUIO TUCIUIUIMHBI, B MEPBYIO ouepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMUTHCS
comepkanremM paboueii mporpammbl aucturumabl (PIT[]), koTopast ompenenseT comepskaHue, oObem, a
TaK)Ke MOPSAIOK U3YUESHHsI U MTPEToAaBaHus yueOHOM TUCIUIUIMHEIL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTENbHON pabOThl BAKHOE 3HaUECHUE UMEIOT pa3zieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.



B pazmene «O0veM u copepkaHWe AWCHUILIMHBDY YKA3bIBAIOTCS BCE pa3lenbl M TEMBI U3ydaeMOM
JTUCIUIUTAHBL, @ TAK)KE BUJIbI 3aHITHIA U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pasmene «YdeOHo-meromuueckoe U uH(pOpManuoOHHOE oOecledyeHne AUCHUIUIMHBDY —yKazaHa
peKoMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B pazmene «MarepuanbHO-TEXHUYECKOE OOECIEUeHUE ITUCIUIUIMHBL, TMPOTPaAaMMHOE oOOecreueHue,
npodeccruoHanbHble 0a3bl MaHHBIX W WH(OPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IMEpeueHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJISi OCBOCHHUS
JTUCIUTUTNHBL.

5.2 Pexomennanuu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH elle pa3 mpe3eHTanuio Jekunu B cucreMe MOODLe, NOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN Ha
JIEKIIMOHHOM 3aHSTUU MaTrepual M JOMNOJHHUTh €ro ¢ Y4YeTOM PEKOMEHJIOBAaHHOM JOMOIHUTEIbHOU
JTUTEPaTyphl;

- IIPY CAMOCTOSITEIBHOM M3YyYE€HUH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIOJIb3Ysl PEKOMEHIOBAHHbBIE
B PII/] ucrounuku, npodeccruoHaibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JJIsI CAMOCTOATEIILHON pabOoThI, TIO TeMe MpecTaBieHHbIe B yHKTe 3.2 PIT/I.

- TP TIOAATOTOBKE K TEKYIIEMY KOHTPOIIIO UCTIOIB30BaTh MaTepuaibl (oHna oneHouHbIX cpeacts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHUTEPaTYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboTel W HEoOXoAMMAa TPU TMOATOTOBKE K YCTHOMY ONPOCY HAa CEMUHAPCKHUX 3aHATHSAX, K Jebaram,
TECTUPOBaHUIO, dk3aMeHy. OHa BKIIOYAeT MPOPaOOTKY JIEKIIMOHHOTO MaTepHalia U PEKOMEHIOBAHHBIX
HMCTOYHHUKOB U JINTEPATYPHI 110 TEMATUKE JICKIIUH.

KoHcriekT nekuu T0KeH cofepxarh pedeparuBHyI0 3alIMCh OCHOBHBIX BOIPOCOB JICKIIMH, B TOM YHCIIE C
ornopoii Ha pa3MmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
Te€MaM, BBIBOJBI MO KAKIOMY BOMPOCY. KOHCIIEKT MOXeT ObITh BBHIMOJIHEH B PaMKaX pPacHeyaTKd BBLIAYH
Mpe3eHTAINi JeKIUH UM B OTACIBbHON TeTpamu mo npeamery. OH JomkeH ObITh aKKypaTHBIM, XOPOIIIO
YUTAEMbIM, HE COJIEPIKaTh HE OTHOCAIIYIOCS K TeMe UH()OPMAIIUIO UM PUCYHKH.

KoHcnekTbl HaydyHOW JNHUTEpaTyphl MPU CAMOCTOATENBHOM MOATOTOBKE K 3aHSATHUSAM JOJDKHBI COAEPkKATh
OTBETHl HA KAXKIBIM TOCTABICHHBIA B TEME BOIPOC, MMETh CCBUIKY HA HMCTOYHUK HHYOpPMAIMU C
00s13aTeNIbHBIM yKa3aHWEM aBTOpa, Ha3BaHUS M Trofa W3JaHHs HCIOIh3yeMOH HAy4YHOU JHTEparyphl.
KoHcriekT MOXET OBITH OMOPHBIM (COAEP)KaTh JIMIIhL OCHOBHBIC KIIOUEBBIE IMO3WIIMU), HO TPU 3TOM
MO3BOJISIIONIMM J]aTh TOJHBIA OTBET IO BOMPOCY, MOXET ObITh TOAPOOHBIM. OO0BEM KOHCIEKTa
OMPEEISIETCS CAMUM CTYIECHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOI CTYICHT MOXKET:

- Jienarb 3aldCH O XOAYy YTEHHsS B BHUJE MPOCTOTO0 WJIM Pa3BepHYTOro IulaHa (co3daBaTh IMEpPEUYEHb
OCHOBHBIX BOITPOCOB, PACCMOTPEHHBIX B UCTOYHUKE);

- COCTaBJATH TE3UCHl (IUTHPOBaHHE HAWMOOIEe BAXKHBIX MECT CTaTbd WM MOHOTpaduu, KOPOTKOE
M3JI0)KEHHE OCHOBHBIX MBICIIEH aBTOpA);

- TOTOBHUTH aHHOTAINUHU (KpaTkoe 0000IIeHNe OCHOBHBIX BOIIPOCOB pa0dOTHI);

- CO3/1aBaTh KOHCIIEKTHI (pPa3BEPHYTHIC TE3UCHI).

5.4. PexoMeH1allU1 110 TOJTOTOBKE K OTJIEIbHBIM 33JJaHUSIM TEKYLIErO KOHTPOJIS

CobecenoBanue MpennoyaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH 10 BOIpPOcam
MPAKTHUYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUH, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXET TMPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBWJIBHOCTh OTBETA 110 COAECPIKAHUIO;

- IOJIHOTA U TITyOWHA OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0’KEHUsI MaTepHania;

- pPalMOHAJIBLHOCTh UCIIOJIb30BAaHHBIX IPUEMOB U CTIOCOOOB PEIlIEHUS TOCTABIEHHON yueOHO! 3a/1auu;
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- CBOEBPEMEHHOCTh M 3((PEKTUBHOCTH MCIIOIB30BAHUS HATNISAIHBIX MOCOOMN M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCII0JIb30BAaHUE JIONOJHUTEIBHOTO MaTepraa;

- palMOHAJIBLHOCTD UCIIOB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3CHTALUEH, KOTOpas IMOATOTaBIMBAECTCA IO OAHOMY U3
BOIPOCOB MPAKTHYECKOTO 3aHATUS. [IpH BRICTYIUIEHHH ¢ Mpe3eHTalnueld HeoOXoauMo odpamarb BHUIMaHUE
Ha TaKUE€ MOMEHTBI KaK:

- Ccolep)KaHUE TPE3CHTALMU: aKTyalbHOCTh TEMbI, IOJIHOTA €€ PACKPBITHA, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asBJIEHHOM TEMbI COJIEP)KaHUIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBUE COACpKAHUS U JIMTEPATyphl), MpaKTUUeCKas HaNpaBiIe€HHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON (QopMe, aleKBaTHOCTh MCIOIb30BAHUSI TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauam,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTDH MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: O00bheM (OMTHUMATbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBo€ OQOpMIIEHHE, CTPYKTypUpOBaHHE UHOpMAINH,
COOTBETCTBHE 3asBICHHBIM TPEOOBAaHUSAM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCcTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE pErIaMeHTa, SMOIIMOHATIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpOBaHHbIE, INTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3jiesaM MporpaMMmbl:

- COIEepKaHHWE BBICTYIUICHUS: JIOTMYHOCTh W3JIOKEHUS Marepuaia, PacKpbITHE TEeMbl, JOCTYITHOCTh
u3nokeHus, dS¢pdextuBHOCT, TpuMeHeHust cpeactB  WKT, cmocoObl W yCIOBUSL  TOCTHIKCHHS
PEe3yNBbTaTUBHOCTH W 3(P(EKTUBHOCTH U1 BBIMIOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
JESITeTBbHOCTH, JOKA3aTeIbHOCTh NMPUHUMAEMBIX PEUICHHH, YMCHHUE apTyMEHTHUPOBATh CBOW 3aKJIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOoANYecKOe U HHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:
1. Kosran H. M. KommneroTepnsie cetu : ydebHoe mocoome. - Munck: PUIIO, 2014. - 180 c. - Tekcr :

anekTpounbii  // OBC  «YHuBepcurerckas ~— OuOnMoOTEeKa  OHJIAMHY [caiir]. - URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlamonmna O. P. MexceTreBbie 3KpaHbl : ydeOHOoe mocoOue. - 2-¢ u3A., uchpaB.. - MocCkBa:
Hammonaneubiit OtkpeiTeiii YauBepcutetT «MHTYUT», 2016. - 466 c. - Tekcer : snexkrponHbIin // DbC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:

http://biblioclub.ru/index.php?page=book&id=429093

6.2 JlonosHUTENBHAS IUTEpATYpA:

1. ®omun /. B., Ily6os B. JI. Y4yeObHO-MeTOIMYECKOE TTOCOOKE TIO BHITIOJHEHUIO pacueTHO-TpaduuecKon
paboThl O TeMe: DJEKTPOHHAs OXKE-CIIEKTPOCKOMHUs : MeToaudeckoe mocoome. - Mocksa|bepnun:
Hupexr-Menua, 2015. - 40 c. - Tekcrt : anekrponnbii // OBC «YHUBEepcUTETCKass OMOIMOTEKA OHJIAWH»
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=278996

2. PynenkoB, H. A., Ilponerapckuii, A. B., CmupnoBa, E. B., CypoBoB, A. M. TexHoyorun 3amiuThI
nH(pOpMaIu B KOMIBIOTEPHBIX ceTsX. - 2021-01-23; TexHonoruu 3amuThl THHOPMAIIMHA B KOMITBIOTEPHBIX
cetsix. - Mocksa: UnTtepHet-Yausepcutrer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016. - 368 c. -
Texct : anextponnsii / IPR BOOKS [caiiT]. - URL: http://www.iprbookshop.ru/73732.html

3. [Tam6. roc. yu-T um. [.P.JlepxaBuna] 3ammura uHPOpMAIMM HAa OCHOBE MPOTPAMMHO-aNMapaTHbIX
cpencts. - [Tam60B]: U3n-Bo TT'Y, [200. - 1 snexrpod. ont. auck (CD-ROM).

6.3 VHbIe NCTOUHMKMU:
1. ®enepanbusblii mopran "Poccuiickoe odpazoBanue” - http://www.edu.ru/
2. Iloptan "I'ymanutapHoe oopazoBanue"” - http://www.humanities.edu.ru/

3. ®epepanbHoe xpaHwiniie «EamHas Kommeknus [UQPOBBIX 00pa30BATEIBHBIX PECYpPCOB» -
http://school-collection.edu.ru/



4. @enepanbHas ciry:x0a 1o HaaA30py B cepe 0Opa3oBaHus U Hayku - http://obrnadzor.gov.ru
5. Bomipockr o6pazoBanus - http://www.ecsocman.edu.ru/vo

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecnedyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBIE CIIPABOYHbIE CHCTEMbI

Jlng mpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJs TMPOBEICHUS 3aHITHH JIEKIIMOHHOTO M CEMHUHApCKOro THIIA,
TPYNIOBBIX W WHAMBHUIYaJIbHBIX KOHCYJIbTALMM, TEKYLIETr0 KOHTPOJSI U MPOMEKYTOUHOM aTTecTaluw,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThlI.

VYdeOHbIe ayTUTOPHUN U IIOMEIICHUS IS CAMOCTOSTEIILHON paOO0Thl YKOMIUIEKTOBAHBI CIICTIHATH3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMHU OOYyYCHHMS, CIIY KAIIUMH JIJIs1 TIPEACTABICHHS yueOHOW nHpOpMauu
OOJIBITION ayTUTOPHH.

[TomerieHus I CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K CceTH "Unrepuet" 51 obecrieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALMOHHO-00pa30BaTEeIbHYIO CPEAy YHHUBEPCUTETA.

Jlist mpoBeeHMs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHIOHHOTO 000PYIOBaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpaud (ITPOEKTOP, HOYTOYK, IKpaH/ MHTEPAKTUBHAS JIOCKA).

JluneH3noHHOE ¥ CBOOOHO PAcIIPOCTPaHIEMOE MPOTPpaMMHOE 00eCTICUCHHE:
Microsoft Windows 10

Microsoft Office [Ipodeccronanbhsrii mioc 2007

Cisco Packet Tracer

Onepanuonnas cucrema "Ansr O6pazoBanue"
LibreOffice

[Ipodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBII Karajor DyHIaMEeHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmorewynas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHble HayKH: OJJIEKTPOHHO-OMOMMoTeyHast cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas oubnanoreka. — URL: http://nlr.ru

7. llpesunentckas 6udnuorexa umenu b.H. Expiiuna. — URL: https://www.prlib.ru

8. Hayunas osmektponHas OubOnumoreka Poccwiickoit  akamemunm — ectecTtBo3HaHms. —  URL:
https://www.monographies.ru

9. OnekrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JJIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mpenopaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEUMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTUH, HUCHOJIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00Pa30BATEILHON CPEie YHUBEPCUTETA.

88



